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Vinchin x ZStack:
Integrated Backup and Disaster
Recovery for ZStack Cloud/ZSphere

Vinchin and ZStack have partnered to deliver a joint backup and disaster recovery
solution optimized for ZStack Cloud/ZSphere. This collaboration integrates ZStack’s cloud
infrastructure with Vinchin’s powerful, agentless backup technology to ensure efficient,
reliable data protection. Together, they provide fast virtual machine (VM) backup and
recovery, immutable backup storage against ransomware, and simplified, centralized
management for diverse virtualized workloads in data center environments.
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| About Vinchin

Vinchin was founded in 2015 and began with a focus on virtual machine backup. Over time we
have developed into a backup expert for various types of enterprise workloads — including VMs,
databases, cloud and physical servers — with a focus on reliable protection, fast recovery, and
easy management.
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| About ZStack

ZStack, founded in 2015, is a leading independent cloud vendor in China’s enterprise cloud
market. It serves over 5,000 enterprise customers across more than 30 countries and regions.
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Its product portfolio covers data center software infrastructure, including enterprise cloud
platforms, virtualization, containers, distributed storage, hyper-converged infrastructure,
multicloud management platform (CMP), and Al infrastructure (AIOS).

ZStack ranks first among independent vendors in the IDC China Cloud System Software Market
Report, is a representative provider in Gartner® Innovation Insight: Al Infrastructure in China,
and is a Representative Vendor in the 2025 Gartner® Market Guide for Server

Virtualization Platforms.




| |
\, I I1 ‘ I1 I I1 ( Integrated Backup and Disaster Recovery for ZStack Cloud/ZSphere )

Why data protection is essential
for ZStack environments?

As IT systems grow more complex, enterprises are turning to virtualization and hyperconverged
infrastructures like ZStack Cloud/ZSphere to improve resource efficiency, scalability, and IT
management. This shift greatly enhances flexibility and reduces TCO—but also concentrates
workloads and data, increasing the potential impact of hardware failures and cyberattacks.

Backup remains the last line of defense for data security, helping businesses recover from data
loss or service interruption. Traditional methods such as manual copying or client-based backups
are often complex, error-prone, and difficult to scale in virtualized environments.

ZStack Cloud/ZSphere provides native backup capabilities and standard CBT (Changed Block
Tracking) interfaces for efficient data protection. Integrating with Vinchin further enhances data
resilience by delivering advanced enterprise-grade features such as cross-platform recovery,
ransomware resilience, backup verification,enabling organizations to strengthen disaster recovery
preparedness, enhance operational flexibility, and ensure business continuity.
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Vinchin and ZStack: Strategic Partnership
for Cloud Data Protection

Vinchin and ZStack have established an official technology partnership to provide a seamless,
high-performance backup and disaster recovery solution for enterprises running workloads on
ZStack Cloud/ZSphere. This collaboration brings together ZStack’s open, scalable, and cloud
native infrastructure with Vinchin’s intelligent, agentless backup technology, delivering unified data

protection that guards business-critical systems against data loss, corruption, and
ransomware threats.
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Vinchin Backup & Recovery
— Reliable Backup for ZStack Cloud/Sphere

Virtual machines carry critical business workloads, making reliable data protection essential.
Vinchin connects to the ZStack virtualized host or hyperconverged platform without requiring
agents on individual VMs, eliminating complex client deployment and reducing operational
overhead while ensuring secure and seamless backup coverage.

The solution supports full, incremental, differential, and forever-incremental backups with flexible
scheduling options, advanced features such as encryption, compression, deduplication,

and GFS retention policies. Backed-up VMs can be restored to the original ZStack platform or
other virtualization environments, providing flexible disaster recovery and cross-platform migration
capabilities.

Vinchin also provides comprehensive disaster recovery features, including instant VM restoration,
fine-grained file recovery, ransomware detection, and backup integrity verification,

helping enterprises maintain business continuity, minimize downtime, and ensure that backup
data is always reliable and recoverable.

Management
Business Console
Network

Business Network

Storage Network Storage Switch
I aj I aj

Manaaement Network




| |
\, I I1 ‘ I1 I I1 Integrated Backup and Disaster Recovery for ZStack Cloud/ZSphere

Vinchin’s VM Backup and Recovery
Features for ZStack Cloud/ZSphere

Vinchin Backup & Recovery provides clean, reliable, and efficient protection for ZStack virtual
machines, featuring agentless backup, incremental strategies, fast instant recovery, and unified
management designed for everyday operations.
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Advanced Capabilities for Enterprise
Data Protection

Advanced features include multi-threading, automated verification, ransomware-proof storage,
DR orchestration, cloud integration and scalable HA deployment, supporting demanding enterprise
and cross-region workloads.
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| Customer Benefits

Strengthen IT Security

Enhance overall IT security by providing reliable recovery for critical
business data and systems. Even if other security measures falil,
Vinchin ensures that lost or corrupted data can be restored quickly,
minimizing operational disruptions and maintaining the integrity of
business processes.

Enhance Emergency Response

Leverage flexible backup and recovery options and automated data
verification to strengthen incident response capabilities. Organizations can
quickly identify issues, restore data, and resume operations under diverse
failure scenarios, improving business continuity.

Minimize Financial Impact

Protect against the financial consequences of data loss or system
downtime through high-efficiency backup and disaster recovery for ZStack
environments. Rapid recovery of business-critical data and systems helps
preserve information assets.

Streamline Operations

Simplify deployment, monitoring, and management with agentless
integration, centralized control, and automated backup/recovery workflows.
Administrators can efficiently manage all VMs on the ZStack platform,
reduce manual effort and human error.
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| Customer Story

Hong Kong Police Force

The Hong Kong Police Force is the official law enforcement agency of Hong Kong, responsible for
maintaining public order, preventing and investigating crimes, and ensuring community safety.

Customer Needs

® Achieve fast backup performance for critical ZStack VMs

e Restore specific files or data from VM backups to another workload
e Automatically copies backup to offsite data center for redundancy
e Monitor backup system operations to ensure task stability

Vinchin's Solution

e Perform LAN-free backup through the storage network to achieve high-speed VM data transfer
without affecting production workloads or performance.

e Enable multi-threaded data transfer to accelerate backup and restore throughput,
improving performance and shortening overall protection windows.

e Restore individual files or folders from VM backups through various granular recovery methods
for precise and flexible data restoration.

e Automate backup workflows with job orchestration to create custom schedules, streamline
management, and improve operational efficiency.

e Send automatic email notifications for job results, including completion, failure, or warnings,
to keep administrators promptly informed.
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| Customer Story

MTR Corporation Limited

MTR Corporation is the major public transport operator in Hong Kong, responsible for operating
rail services, property development, and related infrastructure, serving millions of passengers daily
and managing extensive IT systems.

Customer Needs

® Perform fast backup to shorten backup window and minimize impact

® Deduplicate and compress backup data to reduce storage usage

® Encrypt data during backup and transmission to ensure security and compliance

e Verify backup recoverability to ensure VM data can be reliably restored when needed

Vinchin's Solution

e Perform fast backups using LAN-free transmission and the self-developed SpeedKit to
accelerate data movement and reduce backup windows.

® Apply efficient deduplication and multi-level compression to shrink backup data volume and
optimize storage utilization with minimal overhead.

® Protect all backup traffic with encrypted transmission to secure sensitive information and
maintain compliance across critical systems.

® Validate backup metadata to confirm data completeness and ensure the backup remains
trustworthy for future recovery.

® Run automated recovery verification in an isolated environment to confirm backed-up VMs
can boot correctly and ensure DR reliability.
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| Summary

ZStack is an open, modular cloud platform designed to support scalable virtualization management
across diverse enterprise environments. With its lightweight architecture, fast deployment,

and flexible resource scheduling, it enables organizations to build unified, automated, and cost
efficient private cloud systems that adapt easily to evolving business demands.

Vinchin provides ZStack users with a secure and high-performance data protection solution

that ensures critical workloads remain safe and recoverable at all times. Through agentless
integration, streamlined operations, and a rich set of backup and recovery features, Vinchin helps
organizations enhance IT resilience, strengthen data security, and maintain smooth business
operations with reduced management overhead.
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\Zind more Features of Vinchin Backup & Recove

ttps://www.vinchin.com/zstack-backup.html

Find more features of ZStack:
https://www.zstack-cloud.com/product/private-cloud-platform/product-cloud/
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| Contact ZStack

® Head Office

4 Building, Zizhu Science Park, No. 555 Dongchuan

Road, Minhang District, Shanghai
200241, China

® Sales

Tel: (+86) 400-962-2212, extension 1
Email: marketing.global@zstack.io

e Support

Tel: (+86) 400-962-2212, extension 2
Email: support@zstack.io

| Contact Vinchin

® Head Office

F3-5, Block 8, National Information Security
Industry Park, No.333 YunHua Road, High-Tech
Zone, Chengdu, China. P.C.610015

® Sales

Tel: +86-135-5029-3426
Email: sales@vinchin.com

e Support

Tel: +86-199-3803-4070
Email: customer.service@vinchin.com
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