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1. Summary

1.1. Product Overview

Vinchin Backup & Recovery is an easy-to-use, secured and reliable virtual machine data
protection software designed to support multiple hypervisors including VMware vSphere,
Citrix XenServer, RedHat Virtualization and open-sourced KVM under different virtual
environments. It is an image-based agentless backup product which can be seamlessly

integrated with your existing virtualization environments.

Vinchin Backup & Recovery supports Web Ul management which allows users to manage
& monitor any of their backup/restore tasks on either PC, mobile or tablet device. Flexible
backup schedules set by daily, weekly, monthly let the backup jobs run as scheduled
without system manager. All you need to do is to pre-set the job schedule when first
running the software. Meanwhile, the Retention Policy helps users “save the valid” and
"delete the expired” backed up data, so as to ensure the continuous operation of the
backup tasks and same time save data repository space. When a disaster occurs cause
the damage of the virtual machines, you only need to choose the latest restore point and
specify a target host to restore to, the virtual machines will be recovered to the pre-
disaster status. To help the administrators monitor and review their backup & restore jobs,
Vinchin Backup & Recovery supports current jobs view, history jobs review, system logs

review and management etc.
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1.2. Key Features

® High Compatibility: Supports VMware, XenServer, RedHat, OpenStack, Sangfor, H3C,

Inspur and other open-sourced KVM / XenServer based hypervisors .

® Agentless Backup: No need to install any agent on guest OS, Vinchin Backup &
Recovery system directly protects VMs on hypervisor-level, leads non-consumption

of OS resources. Thus to reduce VM deployment and maintenance workload.

® Smart Backup Strategy: Flexible & smart backup strategies help to do backup &

restore jobs as scheduled according to your actual demands in different scenarios.

» Time granularity of full backup, incremental backup and differential backup can
be set to minute-level. Which means your backup job can be automatically

repeated every xxx hours/minutes/seconds.

» Multiple VMs can be backed up and restored concurrently under virtual

environments.

» (BT and valid data comparison technology realizes valid data backup in VMs,

and minimizes the backup time.

> Use bank grade AES encryption to secure the transmission of VM backups. Also

support data logic/physical isolation.

® [ AN-Free Data Transfer: Using LAN-Free to backup and restore for VMware,
XenServer and RHV under SAN environment helps speed up backup and recovery

time, lower the production system load.
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Instant VM Recovery: Instant VM Recovery helps to recover TB sized VMs in 15 secs,

all business recovery in 1 min, minimized the break-off time of critical businesses.

Quick-verify Recovery Availability: Recovering the VM backups to Data Verification
Area (which is isolated with Business Area) by Instant VM Recovery helps to quick-

verify the availability of backed up data.

Full VM Recovery: When any damage or mistaken-delete happens to the backed up
VM, you can fully restore it from any backup point in time rather than just "the latest

backup point".

Live Migration: After instantly recovering, the VM can be synchronously migrated to
the production area via virtualization platform live-migration or Vinchin Backup &
Recovery's live migration function without effecting the normal operation of your

business.
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1.3. Platform Support

Vinchin Backup & Recovery supports for the following virtualization platforms:

» VMware ESXI: 40 41 50 51 55 6.0 65 6.7 VSAN 6

> Citrix XenServer: 56 6x 7x

A\

RedHat RHV/Ovirt: 4.0 4.1
OpenStack Mitaka
Sangfor HCI: 5.

H3C CAS:  CAS 3.0 E0303/E0306

YV V. V VY

Inspur InCloud Sphere: 4.0 4.5
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1.4. System Login

Deploy the Vinchin Backup & Recovery in your virtual environment by following {Quick
Installation Guide...) . Then you are able to access the below Vinchin Backup & Recovery

Web Ul Login Portal by entering corresponding IP address  (e.g. http://192.168.65.1) via

web browser (Google Chrome is recommended) .
Default username: admin

Default Password: 123456

vinchin

Vinchin Backup & Recovery

Forgot password?

You can contact the admini:
password

Copyright © 2018 Vinchin build: 4.0.4999

Note: If you forget your password:
1. Operator/Auditor, please contact your administrator to reset your password.

2. Administrator, please contact Vinchin Support Team to reset your password.


http://192.168.65.1/

vinchin User Guide V4.0

1.5. Home Page Overview

After login, you are coming to the home page, this page shows the system running status

as below.
vinchin . upiResior tesourc
26.4Hours 451.89GB 27Job(s) 5Job(s)
System Uptime Total Backup History Current

Used Space ren -

120K8/s

142053 143023 143053 143123 143153 143223 143253 143323 143353 143423

[System Uptime] is the system running time from the initial start-up to present (now).
[Total Backup] shows the accumulative backup size from the first backup to the latest
backup.

[Current] shows current running job quantity.

[History] shows performed job quantity.

[CPU Usage] shows the CPU usage of the backup system.

[Network Flow] shows the real-time network traffic of the system.

[VM & Repository] shows the number of protected/unprotected VMs and used/free
space of backup repository .

[Current Job] shows the current job list, click “more” to review the current job details at

[current Job] page.
10
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[History Job] shows the history job list, click “more” to review the history job details at

[History Job] page.

11
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1.6. Getting Started

a) Licensing. Upload Vinchin Backup & Recovery system licence key, details please

follow chapter 2.1

vinchin ackupRestore -~ [T NI

& virtual Infrastructure

# Dashboard >
& Backup Repository

of LAN-Fres Setings OB

0.3Hours

System Uptime s Backup Node

€ VM & Repository £, User Management

# System Settings
B vi-protectad

[ ] VM-Unprotected

0 Used Sp:
[0 Free Spa | £ System License ()

b) Add Backup Repository. Add a storage location as backup repository, details please

follow chapter 2.2

\Y) i Nnc h i n 32 Restore 38 Resources ~

& Virtual Infrastructure

# Dashboard >

& Backup Repository

oF LAM-Fres Setmings

0.3Hours

System Uptime & Backup Node

0 Uszer Management

€ VM & Repository

A System Settings
0 Used Spe

00 Free Spa L4 System License o

B0 vii-Protected
[ ] VM-Unprotected

¢) Add virtual infrastructure(s). Add a standalone host or a virtual machine cluster which
12
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need to be backed up, details please follow chapter 2.3.

vinchin % Resources ~

# Dashboard > & Virtual Infrastructure |

& Backup Repository

of LAN-Free Settings OB

0.3Hours

System Uptime it Backup Mode

€ VM & Repository £, User Management

# System setlings
- v Sp:

00 Free spa &3 Systam License @

@ v\ -Protected
[ VM-Unprotected

d) Create Backup Job. Create a new backup job to protect the target VMs, details please

follow chapter 3.

AV} i nc h i n LA EEINEE £ Backup/Restore - Resources - @

# Dashboard > @® New Job O Monitor & Manage
@ Current Job
& VM Restore D History Job
¥ VM Instant Recovery L Restore Points

[ Virtual Machines
€ VM & Repository

@ vii-Protected
[ VM-Unprotected

 uied Space
D rree Space

13
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2. Resource Management

2.1. System License

Before starting backup your VMs, you need to get a license key from Vinchin and

successfully activate your license in Vinchin Backup & Recovery system from [Resources]

- [System License] as below:

1 1 # Home Jackupi = = Resources -~ og/Alert

&3 Virtual Infrastructure

# Dashboard >

& Backup Repository

o LAN-Fres Settings OB

i Backup Node

0.3Hours

System Uptime

L1 User Managemeant

€ VM & Repository

# System settings
B0 ym-protected

[ VM-Unprotected

- v Sp:
Free Spa |44 System License (1]

4

Then you come to the system license page, click [Download Thumbprint] , a txt file

named “thumbprint.txt"will be downloaded. Send this txt file to support@Vinchin.com

and you will receive an email with corresponding “license.key” file in a minute.

14
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vinchin e o BacupResiore - | Resotrces ~ @

System Licerse
# License Info

M Usemame
& Download Thumbprint | & Upload License
il Edition —

£ License © Unlicensed @ System License

© Expiration : — 1. Unlicansed system is not allowed to perform any backup! restore job, plaase follow th instrucions below to gat tha system lcensa.

2 Download thumbprint file

3. Send thumbprint fls to suppart@vinchin.com to get a licans key.
License Type : —

4. Upload the licanse kay in the Vinchin Backup & Recovery system
NumperofHosts ©

5. If you've already got the licanse key, please upload it 1o get your system licensed
Numer of VMs :
Storage Capacity
Number of CPUS : —

@ Contacts - Vinchin Support
@ Website : hitp /fwwnv.vinchin com

Noge Expansion :

& Tel: +86 400-9955-698
Multi-users —

& Email - suppori@vinchin com

After receiving the “licence.key"file, click [Upload License] , choose the “licence.key"file

and click [open] as below:

\[incl‘lin ackup/Restore 88 Resources v @ Log/Alert

Systern License

# License Info

—
1 Username :
& Download Thumbprint | X Upload License
1) Edition : —
R License : @ System License:
© Expiration : -— 1. Unlicensed system is not allowed to perform any back:

2. Downlead thumbprint file.

3. Send thumbprint file to support@vinchin.comto getal
License Type :

4. Upload the license key in the Vinchin Backup & Recov
Number of Hosts :

5_If you've already got the license key, please upload it ti
Numer of Vs :

After you uploaded the “license key” file successfully, you will see the detailed information
of your username, software Edition (Standard or Enterprise), expiration date, license type
and license limitations etc.

If you already have a license in hand, please upload it directly.

15
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If you are using a perpetual license, there will be no expiration date. If you are using a
trial license, the license will be expired and unavailable after a specified period. Please

contact Vinchin Support for a perpetual license before expiration.

vinchin ; : | B Resoues «

# License Info

M Usemname :

i Edition Enterpriss
£ License O System License
@ Expiration: 2018-08-20 11:33:35 1. Unlicensed system is nat allowsd to parform any backup! restore job, please follow the instructions below ta get the system licanse
2 Download thumbgprint file.
3. Send thumbprint file to support@vinchin com to get a license key
License Type: Per CPU Sockat
4 Upload the license key in the Vinchin Backup & Recavery system
Number of Hosts : | Uinlimited |
5. If you've already got the license key, please upload it 1o get your system icensed
Humer of YMs: | Unimited |
Storage Capacily : Unimited
Number of CPUS: 8/10
@ Contacts : Vinchin Support
@ Website : hitps /i vinchi
Node Expansion : Unimited
. Tol | +86 400-6955-698
Multi-users  Uniimited |
5 Email - suppont@vinchin.com

16
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2.2.Manage Backup Repository

Backup repository is a place to store backed up data. Vinchin Backup & Recovery system
supports multiple types of storage as backup repository including Partition, Local Disks,

LVM, FC, iSCSI, NFS and CIFS. Users can add any of them when necessary. click [Resources]

- [Backup Repository] as below:

1 1 # Home Backup/Restore 38 Resources -~ Log/Alert
vinchin

Virtua rastructur
# Dashboard > & Virtual Infrastructure

I& Backup Repository |

o LAN-Free settings OB

s Backup Node

0.5Hours

System Uptime

0 User Management

€ VM & Repository

& System Settings
B uied Spi

Fres Spa b System License

@ v\ -Protected
[ VM-Unprotected

2.2.1. Add Backup Repository

Click [Add] inthe Backup Repository page, you are able to add a new backup repository

by following below steps:

\Y) i Nnc I‘]i n Backup/Restore 5 Resources v . Log/Alert

Backup Repository

#& Backup Repository List

Name Type Mount Node

17
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First, choose a backup node from the “Node IP address/domain” where you want to
mount your backup repository. If there’s more than one backup node in your virtual
environment, choose one of them to mount your target storage resource as a backup
repository.

Second, specify a storage type which you want to add as backup repository as below:

\{i Nnc |‘| i n Backup/Restore B8 Resources v . Log/Alert

Add Backup Repository

#+ Backup Repository Configurations

MNode IP address/domain * localhost.localdomain(192.168.101.42) v

Repository will be mounted to the selected backup node

Storage Type * v

Partition

Local Disk
Name LV

Fibre Channel

ISCSI

NFS

CIFS

Cancel n

Third, set up a critical value of storage from storage alert so that when your backup

storage is insufficient, system will alert and send you email notification.

storage Alert m

Mode Percentage v
Percentage
Size

Value 20 ~ A7

18
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2.2.1.1. Partition

Choose Partition from the "Storage Type”,

system will recognize the un-mounted /un-

used partitions as below shows:

vinchin

Add Badkap

4 Backup Repository Configurations

Node IP address/domain *

Storage Type -

Storage Resource *

Slorage Alert

Mode:

Value

Iocainost localdomain(192 168 65.49 10.44.1.50)

Repasitory wil be mounted to the selected backup nade.

Partition
Select a storage type for Ihe repostory
Name

“ Type capacity

v idevisde Disk Parfition 300GB
Partition3

Twoa 2 name for this reposilory.

Percentage

Sat up a alert for the backup starage so that when the storage free space i less than the
preset value system wil alert

Tick the selected partition, if there is previous backed up data in this partition, you can

choose to import the data or format the partition:

# Add Backup Repository

Import Import Backups

Backups  The repository to be added contains3restore points
Selected restore points will be imported to Vinchin
Backup & Recovery system

Format Repository

Format

Format the storage device wil wipe allits data

Cancel “

After importing the previous backups, you can find it in the [Manage Imported Backups]

as below:

19
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vinchin

1 Imported Backups List

Page 1 of 1| View 10 v records|Total 1 records

No. Job Name Platform Creation Time v Restore Points Total Size

1 Redhat RHV/Ovirt Backup3 Redhat RHV/IOvirt 2018-06-22 15:18:22 3 487GB

If there is other data but not backups in this partition, you can choose to format the

partition:

+ Add Backup Repository

Format Repository Format

Format the storage device wil wipe allits data

Warning: If you choose “Format’, all the data in this partition will be erased.

2.2.1.2 Local Disk

Choose Local Disk from the “Storage Type”,  system will recognize the un-mounted /un-

used disks as below:

20
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vinchin

4 Backup Repository Configurations

Node IP address/domain * Iocainost localdomain(152 168.65.49 10.44.1.50)

Repasitory wil be mounted to the selected backup nade.

Storage Type - Local Disk

Salect a storage type for Ihe repostory

Storage Resource * .
Name Type Capacity
v idevisde Local Disk. 300GB

f there iz pariition in your storage resource, and you want fo save the pariiion data, pieass salect * Parition” from the Storage Type.

Mame Local Disk1

Typa a name for this repository.

Storage Alert m

Mode Percentage

value W A v g

Tick the selected disk and click [OK], a window with Format Storage will come out as

below:

<+ Add Backup Repository

@ The repository to be added idev/sdc contains below parttions
Idevisdel

After adding, all partiions contained in the repository will be formated and
data will be lost!
If you need to reserve the data, please add the repository from [Partiion]!

Format Repository Format

Format the storage device wil wipe all s data

Cancel u

Warning: If you add a local disk as backup repository, the disk will be forcibly formatted,

all the data in this disk will be erased.

After adding repository completed, you can see the added repositories in the  [Backup

Repository List] as below:

21
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Backup Repositon,

+ Backup Repository List

I [ ey

Page 1 of 1| View 10 v records per page| Total 1 records
Name Type Mount Node Node Status. Capacity Free Space + Repository Status
Local Disk1 Local Disk localhost localdomain(192 168.101.42) | Hormal | 299 856 299.82GB =3

2.2.1.3.LVM

Choose LVM (Logic Volume) from the “Storage Type”, system will recognize the un-

mounted /un-used logic volumes as below:

vinchin me  © BackupRestore - |l Resoliees

Add Backup Reposttor

4 Backup Repository Configurations

Node IP address/domain IoCainoSt I0CaI00Main(192 168.65.49 10.44.1.50)
Repasory will be mounted to the selected backup node.
Storage Type LvM
Select a storage type for Ihe reposlory

Storage Resource *
Name 4 Type Capacity

v idevimapperivinchin_vg-vinchin_lvm M 29968

Mame LvM1

Twoa 2 name for this reposilory

Slorage Alert ﬂ

Mode Percentage

Sat up a alert for the backup starage so that when the storage free space i less than the
o will alert

Value 20 A vy

Note: Adding LVM is the same as adding Partition. If there is previous backed up data in
the logic volume, you can choose to import the data or format the logic volume. If the

data is not backup data, you can choose to format the logic volume.

After adding a LVM as backup repository, you can see the added repositories in the

[Backup Repository List] as below:

22
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vinchin

4+ Backup Repository List

I e
Page 1 of i View 10 v records|Total 1 records

Name Type Mount Node Node Status. Capacity Free Space v Repository Status
LvM1 LvM lacalhost localdomain(192.168.65.49 10.44.1.50) 298.85G8 298.82GB

2.2.1.4.Fibre Channel

Choose Fibre Channel from the “"Storage Type”, system will recognize the Fibre channel
information and WWPN No. of HBA card. Map the LUN of FC storage server to the
backup server. After mapping, choose FC again from the "Storage Type” , system will

recognize the mapped LUN as below:

vinchin

Fibre Channel
Fibre Channel No. Channel ~ wwnn wwpn Speed status
host 20:00:00:16:32:81:7f:ed 21:00:00:1b:32:81:7f:ed 4Gbit =3
Storage Resource e ~ Type Capacity
/dev/sdd1 VMware vSphere 318
i
Name Fibre Channell

reposito

Mode Percentage
valu 0
E=E

After adding a FC storage as backup repository, you can see the added repositories in

the [Backup Repository List] as below:

23
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vinchin ome Backup/Restore & Resources ~ ogiAlert

o Backup Repository List

[+t | @t | 8Dast | 8 bacags irpaad s
Pags 1 of 1 View 10 v records|Total 1 records

Name Type Mount Node Node Status Capacity Free Space + Repository Status
B Fibre Channelt Fibre Channel localhast localdomain{192 168 65 49 10.44.150)  tormai | 318 318 =1

Note: If you add a FC storage as backup repository, the FC storage will be forcibly
formatted, all the data in this storage will be erased. If this FC storage has been added

and already exists backed up data, please add this FC storage via “Partition”.

2.2.1.5.15CS|
Choose iSCSI from the “"Storage Type”,  you will see the iSCSIIQN information. Map the
LUN of iSCSI storage server to the backup server IQN. After mapping completed, enter

iSCSI server address and click  [Scan the Target] , system will recognize the mapped LUN

as below:

vinchin

Node IP addressidomain localhost localdomain(192 168 65,49 10.44.1.50)

ISCSI Name

3260 W
ort

Scan Target

Target LUN *
Name 4 ign Type Capacity
v Idevisdf iqn 2002-10.com infortrend raid uid335812 001 iscs 500G8
Type
Name 1scsit

Mode Percentage
Value 20

Choose a LUN and click [OK] , the iSCSI storage will be added successfully. After adding

24
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an iSCSI storage as backup repository, you can see the added repositories in the [Backup

Repository List] as below:

vinchin Home e | BB Resources ~

1 Backup Repository List

[ #20a | @5 | 8 0ues | @anage impacnd Bacuns |
Pags 1 of 1] View 10 v records perpage|Total 1 records

Name Type Mount Node Node Status Capacity Free Space + Repository Status
ISCsit Iscsl lacalhost localdomain(192.168.65.49 10.44.1.50) [ Hormai 4997568 4997268  Horral

Note : If you add an iSCSI storage as backup repository, it will be forcibly formatted, all
the data in this storage will be erased. If this iSCSI storage has been added and already

exists backed up data, please add this storage in via “Partition”.

2.2.1.6.NFS

Choose NFS from the “Storage Type”, enter your shared folder path as below:

vinchin e © BackupRestore - | B Resources

4 Backup Repository Configurations

Mode IP address/domain locainost localdomain(152 168.65.49 10.44.1.50)

Repasitory wil be mounted to the selected backup nade.

Storage Type NFS
Select a £1orage type for the repostory
Share Folder 192.168 67 &/root/nts v
NFS share foider, e.g. 192 188.1.10 /pathidirectory
Name NFS1

Type 2 name for this repository

Mode Percentage

value 2~ v

After adding the NFS storage completed, you can see the added repositories in the

[Backup Repository List] as below:

25
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I ) ) ey

Page 1 of 1] View 10 v records|Total 1 records
Name Type Mount Node Node Status. Capacity Free Space v Repository Status
B v NFS1 NFS. localhost localdamain(192.168.65 49 10.44.1.50) == 499 7668 4799568 [ Harmi |

Note: The share folders’ previous data will not be erased when adding NFS storage.

2.2.10.7.CIFS

Choose CIFS from the “Storage Type”, enter your shared folder path, username and

password as below:

vinchin Home Backup/Restore 8 Resources v Log/Alert 0 admin v

Node IP address/domain = localhost localdomain(192 168 65.49 10.44.1 50) v

Repository will be mounted to the selected backup node.

Storage Type = CIFS B

Select a storage type for the repository

Share Folder = 1/192.168.67.12/gongxiang v

CIFS share folder, e.g. /1192 168 1. 10/pathidirectory

Username vinchin v

Usemame for accessing CIFS

Password JESO. »

Password for accessing CIFS

Name CIFS1

Type & name for this repasitory.

Storage Alert m

Mode Percentage B

Set up a alert forthe backup storage o that when the storage free space is less than the
preset value,system will alert

Value 20 A v g

After adding the CIFS storage completed, you can see the added repositories in the

[Backup Repository List] as below:

Vv i nc h i 1] Home Backup/Restore 8 Resources v Log/Alert £, admin

Backup Repository

# Backup Repository List

I e e

Page < 1 > offlView 10 v records perpage|Total 1 records
Name Type Mount Node Node Status Capacity Free Space + Repository Status
CIFS1 CIFS localhost localdomain(192.168.65.49 10.44.1.50) [ Normal | 499 87GB 493.22G8 | Norma |
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Note: The share folders’ previous data will not be erased when adding CIFS storage.

2.2.2.Edit Backup Repository

Choose a repository, click [Edit] you can edit the repository name and the storage alert.

vinchin
BadwpR
T [y

itory

Page 1 of 1l View 10 v records per page| Tolal 1 records
Name Type Mount Node Node Status. Capacity Free Space + Repository Status
Local Disk1 Local Disk localhost localdomain(192.168.101.42) == 2998568 2802268 Normal

@ Edit Repository

Name * Local Disk1

Type a name for this repository

Storage Alert m

Mode Percentage
Setup a alert for the backup storage so that when the

storage free space is less than the preset value system
wil alert

20 A v g

Cancel “

2.2.3.Delete Backup Repository

You can delete any of the repositories from the [Backup Repository List] . Choose a
repository, click [Delete] . If there are backup data in this repository, system will remind

you as below:

27



vinchin User Guide V4.0

17
Total Size:  16.89GB

Number of Jobs -

Job Name

Click [OK] to delete the repository. The deleted repository can be re-added via “Partition”.
Note: Deleting the repository is a logical action rather than a physical action, which
means the VM corresponding restore point record will be deleted, but the backed up
data will not be deleted actually. If you need the backed up data, you can re-add the data

located repository to the backup system. Choose “Partition” to import the data.

2.2.4.Manage Imported Backups

If the added repository already exists backup data, you can choose to import the backups
via "Partition”. Imported backups can be found in [Manage Imported Backups] page as

below:
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vinchin

Wanage Imported Backups

4 Imported Backups List
S
3 1 af

Pag: 1 View 10 v records per page|Total 1 records
No. Job Name Platform Creation Time + Restore Points Total Size
o] 1 Citrix XenServerBackup2 Citrix XenServer 2017-12-26 16:61:47 1 699 01MB

If you need to recovery the imported backups, you need to assign it to an user, click

[Assign] as below:

vinchin fome Backup/Restore % Resources ~

Manage Imported Backups

 Imported Backups List
e
Page 1 of 1] View 10 v records perpage| Total 1 records

No.  JobMName Piatform Greation Time + Restore Points Total size
m f Citrix XenServerBackup2 Cilrx XenSarver 20171226 155147 1 699.01MB

= Assign to User

Number of Jobs 1

Assign * admin A

Please select a user who you want to

assign the imported backups to
caneel

Then you can find the assigned data in this user’s [Backup/Restore] - [Restore Points]

page as below:
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vinchin AN & Backup/Restore esources Log/Alert

# Dashboard > ® New Job O Monitor & Manage
A VM Backup & Current Job
& VM Restore 9 History Job B
% VM Instant Recovery J Restore Points ackup

& Virtual Machines
€ VM & Repository

B vii-Protectad
[ ] VM-Unprotected

0 Used Space

Free Space

Note: You can create a new restore job to restore the imported backups if necessary.

If you don't need the imported backups, you can delete them by clicking [Delete] as

B8 Resources v

& Imported Backups List

Page 1 of 1] View 10 v records perpage Total 1 records

No. Job Name Platform Creation Time + Restore Points Total Size
¥ Citrix XenSarverBackup2 Citrix XenServar 2017-12-26 15:51:47 1 699.01MB

Warning: Once deleted, the imported backups are unrecoverable permanently.
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2.3.Virtual Infrastructure

Before starting backup, you need to register your virtual infrastructure (either a VM
Manager Server e.g. vCenter or a standalone host e.g. ESXi host) in Vinchin Backup &

Recovery system. Click [Resources] - [Virtual Infrastructure] as below:

\Ii NCc I‘.i n Home Backup/Restore 38 Resources v Log/Alert

Virtual Infrastructure @virtual Infrastructure

1 Virtual Infrastructure List & Backup Repository _

& Backup Node

No. IP Address Name [ Jsername Sync Time

1
11 User Management
No available data
& System Settings
1.Click IP address to view the virtual infrastructure details including all virtual m £ System License

2 Click [Sync] button, the virtual infrastructure will be synced to the Vinchin Backup & Recovery system. |his tunction applies to any updates of the hosts/virtual machin

2.3.1. Add Server

Click [Add] you are coming to the virtual infrastructure adding page. Choose Openstack
from the Platform = Enter IP/Domain, Keystone Port, Tenant name, Keystone version,

username, password and rename it, then click [OK] to save.
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vinchin ckup/R / Bt -

& Openia
accordingly

Platform * Openstack

Select a virtualization platiorm to be backed up.

1P/Domain * |
To backup individual host, please enter its IP address or domain name.
To backup multiple hosts, please enter IP address or domain name of corresponding VM
Manager server (e.g. vCanter for VMware vSphere)
Port - 5000 35367

Keystone public port Keystone admin port

Tenant name *

Enter the correct tenant name

Keystone Version * Version2

keystone service API version

Username
Username of individual hosyVM Manager Server
Password *
Password of individual host VM Manager Sever
Name

Type & name for the individual host VM Manager Server

caca | ox |

Platform: Supports VMware vSphere, Citrix XenServer, RedHat RHVOvrit, OpenStack,
Sangfor HCI, H3C CAS and Inspur InCloud.

IP/Domain: Either a standalone host IP address/domain (e.g. ESXi host) or a VM
Manager Server IP address/domain (e.g. vCenter).

Port: Keystone public port & Keystone admin port

Tenant name: enter the openstack tenant name

Keystone Version: select a version of keystone. Vinchin supports version 2 and version 3.
Username/Password: The username /password to access to the individual host /VM
Manager Server.

Rename: Edit a name for this new added individual host /VM Manager Server.

2.3.2.Edit Server

After adding the servers, you can find them in the Virtual Infrastructure list.

32



vinchin User Guide V4.0

Click [Sync] button, the virtual infrastructure will be synced to the Vinchin Backup &

Recovery system.

vinchin ; . = s o

Virtual Infrastructure

i Virtual Infrastructure List
m@ B Delete Auto-refresh virtual infrastructure every minute(s)

Page « 1 > of|View 10 v records|Tolal 4 records
No. IP Address Name Platform Version Username Syne Time + Added By Status Operation
1 10.44.1.2(admin) 104412 = admin 2018-07-06 12:07:15  admin
2 192.168.66.52 192.168.66.52 Redhat RHV/Ovirt - adming@internal 2018-07-05 19:46:05  admin
3 192.168.66.30 192.168.66.30 SANGFOR HCI - admin 2018-07-05 19:46:24  admin
4 192.168.66.43:8080 192.168.66.43:8080 H3C CAS 20 admin 2018-07-05 19:46:00  admin

1.Click IP address to view the virtual infrastructure details including all virtual machines status
2.Click [Sync] button, the virtual infrastructure will be synced to the Vinchin Backup & Recovery system. This function applies to any updates of the hostsivirtual machines in the virtual infrastructure.

Note: This function applies to any updates of the hosts/virtual machines in the virtual

infrastructure. You can also click [Sync] to refresh your server when creating a new job.

Tick a virtual infrastructure and click [Edit] , you are able to edit the details of the virtual

infrastructure, click [OK] to save the changes.

Edit Virtus! Infrastructure

& Fill in the virtual infrastructure information

Platform * OpenStack v

Select a virtualization platform to be backed up.

IP/Domain * 10.44.12

To backup individual host, please enter its IP address or domain name.
To backup multiple hosts, please enter IP address or domain name of
corresponding VM Manager server (e.g. vCenter for VMware vSphere)

Port * 15000 35357
Keystone public port Keystone admin port
Tenant name * admin

Username of individual host/VM Manager Server

Keystone Version * Version2 v

keystone service APl version

Usemame * admin

Username of individual host/VM Manager Server

Password *

Password of

dividual host /VM Manager Server

Name 104412

Type a name for the individual host /VM Manager Server
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2.3.3.Delete Server

Tick a virtual infrastructure and click [Delete] , the system will re-confirm with you this

action as below, click [OK] the server will be deleted.

Delete Virtual Infrastructure

Are you sure fo delete this virtual infrastructure?

Note: The virtual infrastructure cannot be deleted when it is used in a running job. You

must delete the running job before deleting the virtual infrastructure.

2.3.4.Manage Virtual Machines

Click IP address of one virtual infrastructure you are coming to the page showing the
virtual infrastructure details including all virtual machines status. Expanding the virtual
infrastructure tree on the left, you will see all the VMs under this infrastructure on the

right side.

Virtusl Infrastructure
&% Virtual Infrastructure List
| +200 | @Ean | @peee Auto-rsiresh virual infrastruciure every minutets)

Page « 1 » off|View 10 v records|Total 4 records
No. _IP Address Name Platform Version Username Sync Time . Added By Status Operation
1 104412 OpensStack = admin 2018-07-06 12:07:15 admin
2 192.168.66.52 192 168 66.52 Rednat RHV/Ovirt - agmin@internal 2018-07-05 19.46:05  admin
3 192.168.66.30 192.168.66.30 SANGFOR HCI - admin 2018-07-05 19:4624  admin
4 192.168.66.43:8080 192.168.66.43:8080 H3C CAS 30 admin 2013-07-05 19:46:00  admin

1.Click IP address to view the virtual infrastructure details including all virtual machines'status.
2.Click [Syne] button, the virtual infrastructure will be synced to the Vinchin Backup & Recovery system. This function applies to any updates of the hosts/virtual machines in the virtual infrastructure:
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-
Virtual Infrastructure Details

# Virtual Infrastructure Details

# Virtual Infrastructure List @ Virtual Machines

%0 Hosts & Clusters M Page < 1 > of 1] View 10 v records|Total 2 records
A 3
Huzceas Mz SOLEDE Status Operation
18 SANGFOR HCI a e © Oplona =
[+ 48 Redhat RHV/Ovirt
=53 openstack

2 YHS_TEST

EHE3 10.44.1.2(admin)  Refresh
=, admin

Choose one VM and click [Options] under “Operation”, you can power on, pause or

power off the VM. You can also choose to add this VM to the existed backup jobs.

Virtual Infrastructure Detalls
# Virtual Infrastructure Details

# Virtual Infrastructure List it Virtual Machines

#{ Hosts & Clusters - Page < 1 > of 1] View 10 v records | Total 2 records
i .
H uzc cas No. VM Name Status Operation
B SANGFOR HCI . e
Redhat RHV/Ovirt

E OpenStack
153 10.44.1.2(admin)  Refresh

E admin

2 YHS_TEST

» Power On

=+ Add to current job

Note: After you change the VM status, please go back to the virtual infrastructure page

and sync the VM located virtual infrastructure manually.
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2.4.LAN-Free Settings

Data usually is transferred via LAN, but when the data size is too large, network jam will
probably occur. Using LAN-Free to backup and restore under SAN environment can help
to reduce network jam, improve backup and recovery speed without building any

separate DR backup network.
Note: LAN-Free backup is available for VMware, XenServer and RHV.

® For VMware and RHV, you can choose transfer via SAN (LAN-Free) in the

“Transmission Network” options when creating a backup / restore job.

\,l i n C h i n Home +#r Backup/Restore « Resources Log/Alert .

VM Backup

i New Job

+ Backup Source « Primary Strategy ° Advanced Strategy 4

Please set up advanced strategy for this backup job.
LAN: Backup data to be transferred from
production working area to backup area

@ Backup Location B Deduplication & Compression = Tran| via LAN. B8 Advanced Backup Mode

SAN (LAN-Free): Backup data to be
transferred from production storage area
Transfer via LAN v © | to backup area via SAN. To transfer via
SAN (LAN-Free), you need to add LAN-
Free path fram “LAN-Fres Settings” first.

SAN (LAN-Free)

If SAN transmission is not available,
system will automatically switch to LAN
transmission.

® For XenServer, you can choose transfer via SAN (LAN-Free) or SAN+NBD in the
“Transmission Network” options when creating a backup / restore job so that to

backup your VMs via LAN-Free.
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\Y) i nc |‘| i n Home +* Backup/Restore ~ Resources Log/Alert

« Backup Source + Primary Strategy 3 Advanced Strategy 4

Please set up advanced strategy for this backup job. LAN: Backup data to be transferred from
production working area to backup area

via LAN,
@ Backup Location B peduplication & Compression = Tral 58 Advanced Backup Mode
SAN (LAN-Free): Backup data to be
transferred from production storage area
ta backup area via SAN, To transfer via
Data Encryption m SAN (LAN-Free), you need to add LAN-
Free path fram “LAN-Free Settings” first,

Transfer via LAN M L] NBD:Backup data to be transferred by
means of NBD to backup storage, support
SAN (LAN-Free) XenServer7.3 and above
NBD
SAN+NBD SAN+NBD:Backup data to be transferred

by means of NED+SAN to backup storage

If SAN transmission is not available,
system will automatically switch to LAN
transmission.

2.4.1. Add LAN-Free Repository

Mapping the production storage to Vinchin Backup & Recovery system, can let the
Vinchin Backup & Recovery system directly read data from this storage. Highly improved
the backup efficiency without affecting the production working network. Vinchin Backup
& Recovery system currently supports FC, ISCSI and NFS LAN-Free settings.

Note: As different storage server has different LUN mapping methods, the following

operations are for reference only.

2.4.1.1.FC Storage

Precondition: The LUN mapping of production storage is Fibre Channel mapping.
LAN-Free configuration step of FC storage are as below:

a) Map the LUN of production storage to Vinchin Backup & Recovery system.
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0 Partition Information ocapncily
FC for 214 Size: 25TB Total Capacity: 2.5 TB
ID: 1F36115D1F3F698F
b Status: & The volume has been mounted Used Space: 2.5 TB (100%)
[ Map: Yes M Free Space: 0 ME (0%)
Detail Information
[ LUN Mapping Information
Channel HostID Assignment

cremet S ‘
Channel 7 2101001B32A10539 Slot A

b) Click [Resources] - [LAN-Free Settings], you are coming to the LAN-Free settings

page.

vinchin Sackup/Restore Log/# £ admin

LAN-Free Settings

& LAN-Free Production Repository List

B

Name Type 8, User Manag

Node Status Capacity Repository Status
 System Settings No available data.
£ Sysem License

1. Vinchin Backup & Recovery supports LAN-Free backup of FC, iSCSI and NFS storage. Target VM will be backed up from production repository to backup repository without using LAN network
2. To LAN-Free backup VM, first you need to mount production repository where locates the target VM to a backup node.Please click [Add] to Start
3. Note: Allthe original data on the production repository will not be changed after mounted to the backup node

1921683031 — |

Click [Add], and choose [Fibre Channel] from Storage Type, the system will recognize
the LUN which is mapped to Vinchin Backup & Recovery system, and display

corresponding production server and its total size.
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vinchin ome Backup/Restore & Resources v

4 LAN-Free Production Repository Configurations

Node IP address/domain Iocaiost localaomain(192 168 65 5)

Repasiory will be mos

iorage type for ihe repository

0 the selected backup nade.

Fibre Channel P Py wwpn Speed status
1 hostd 20:00:00:1b:32:81:7f:ed 21:00:00:1b:32:81:7f ed 4Gbit =
Map the target FC LUN to the comesponding WWN
Storage Rescurce a— A Type Capacity
Whtware viphere 5.46T8
Select a production 12posiory 1o 0 LAN-Fres backup. Allthe onginal data on this repository wil not be changed

Mame Fibre Channel1

Note: The recognized production LUN type is the LUN mapped hypervisor type. If the
production storage is mounted to ESXi host, the Type will be VMware vSphere. If it is

mounted to XenServer host, the Type will be Citrix XenServer as above.

Choose a production storage resource and click [OK] , you will find the added production

storage in the LAN-Free Production Repository List.

vinchin sackupResiore - |8 Resources

=

Name Type 4 Mount Node Node Status Capacity Repository Status
® Fibre Channel1 Fibre Channe ocalhostlocaldomain(192.168.64.213) [ Hiormal a8  Horma |

= target VM to a backup nods Please dick [Add] to start

1a the backup node

2.4.1.2.1SCSI Storage
Precondition: The LUN mapping of production storage is iSCSI mapping.

LAN-Free configuration of ISCIS storage are as below:
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a) Map the LUN of production storage to Vinchin Backup & Recovery system.

G Partition Information ocapncity
1SCSI for 214 Size: 200GB Total Capacity: 200 GB
ID: 2F3790842B45FD3C
h status: @ Tne volume nas been mounted Used Space: 200 GB (100%)
-_-'— “EZ = W Free Space: 0 WIB (0%)
Detail Information
[ LUN Mapping Information
Channel Host D Assignment
Channel 0 |iqn 1998-01.com.vmware:5375(510-6ccb-617c-a3fa-0cc47ach2262-213caf00(64 SlotA -
Channel 0 qun 1994-05.com.redhat 347b198bC2¢7(101.42) SlotA

b) Click [Resources] - [LAN-Free Settings], you are coming to the LAN-Free setting
page. Click [Add], and choose Storage Type as iSCSI and click [Scan The Target] .
The system will recognize the LUN which is mapped to Vinchin Backup & Recovery

system, and display corresponding production host and its total size.

vinchin Backup/Restore 8 Resources v Log/Alert £ admin ~

Add LAN-Free Production Repository

# LAN-Free Production Repository Configurations

Node IP address/domain * localhost localdomain(192.168.101.42)

Repository vill be mounted to the selected backup node.

Select a storage type for ihe repository

iSCSI Name = iqn 1994-05 com redhat-347bf96bc2c?
iSCSI Server * 192.168.1.183 v 3260
Enter IP address of the iSCS] server. Please make sure the Port

network connection between the backup node and the
ISCSI server is available. If multiple paths exist, you can
add an address

Scan Target

Target LUN * 3 .
Name  ign Type Capacity

v Idevisdcl iqn 2002-10_com.infortrend raid uid335812.001 ‘VMware vSphere 200GB
iqn 2002-10_com.infortrend raid.uid335812.001

Select a production repository to do LAN-Free backup. All the original data on this repository will not be changed

Name iscsi

Type a name for this repository.

e

Note: The recognized production LUN type is the LUN mapped hypervisor type. If the
production storage belongs to an ESXI host, the Type will show VMware vSphere. If it

belongs to XenServer host, the Type will show Citrix XenServer as above.
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Choose a production storage and click [OK] , you will find the added production storage

in the LAN-Free Production Repository List.

vinchin

Free Setings

o [ ]

Page 1 off| View 10 v records per page| Total 1 records
Name Type * Mount Node Node Status Capacity Repository Status
1SCSI1 iscsi lacalhost localdomain(192.168.101.42) [ Hormai | 200GB [ Hormi|

1. Vinchin Backup & Recovery supporis L i5CS! and NFS stor:
2. To LAN-Free backup VM. first you need

3. Note: Allthe original data on the producti

Target WM will be backed up from production repasitory ta backup repository without using LAN netwark
 target VM to a backup node Please chick [Add] to start

eposiory where locales

be changed after mounted to the backup node

2.4.1.3.NFS Storage

Precondition: The storage type of production system is NFS.

LAN-Free configuration of NFS storage are as below:

Click [Resources] - [LAN-Free Settings], you are coming to the LAN-Free setting page.

Click [Add], and choose Storage Type as NFS, enter the storage shared folder path.

vinchin

# LAN-Frea Production Rapository Configurations

Node IP address/domain locaihost localdomain(192.168.101.42)

Repasaory will bé MOUNtEd 10 e SEIeC1ed DACKUD Nade.

Storage Type * NFS

Select & storage type for the reposiory

Share Folder 192.168.67 8:/rotinfs v
NFS chare folder, a.g. 192 168.1.10 /pathidirectory
Name NFS31
Type 2 name for his reposil

Warning: The production storage which has been mapped to the Vinchin Backup &
Recovery system in LAN-Free Settings cannot be added as a backup repository! Adding

a NFS storage as a backup repository will cause the production storage been formatted,
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all the data in there will be erased/ lost.

2.4.2 Edit LAN-Free Repository

Choose a LAN-Free Production Repository, click [Edit], you can edit a new name for

this LAN-Free Production Repository.

& LAN-Free Production Repository List
(s | 0de

Page 1 of 1| View 10 v records per page | Total 1 records
Name Type 4 Mount Node Node Status Capacity Repository Status
v iscsit iscst localhost localdomain(192.168.101.42) == 20068 [ Norme |

1. Vinchin Backup & Recovery suppofts LAN-Free backup of FC. ISCSI and NFS storage. Target VM wil be backed up from production repository 1o backup repository without using LAN network
2. To LAN-Free backup VM. first you need to mount production rapositary where locates the target VM to a backup node Please click [Add] to start
3. Note: All the original data on the production repasitory will not be changed ater mountad 1o the backup node

@ Edit LAN-Free Production Repository

Name iscsi

2 name for s reposaory

2.4.3.Delete LAN-Free Repository

Choose a LAN-Free Production Repository, click [Delete] you can delete this LAN-Free

Production Repository.
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ree Settings

ree Production

© LAN

|

Page < 1 » off|View 10 v records perpage|Total 1 records
Name Type “ Mount Node ‘Capacity
v iscsi iscst localhost localdomain(192 168.101.42) 20068

1. Vinchin Backup & Recovary supports LAN-Free backup of FC. iSCSt and NFS storage. Target VM will bo backed up from production repository 1o backup repository without using LAN network
2. To LAN-Free backup VM. first you need to mount production reposiory where locates the target VM to a backup node Please click [Ad] to start
3. Note: All the original data on the production repasitory will not be changed after mounted to the backup node
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2.5.Manage Backup Nodes

Deploy the backup nodes by following {Quick Installation Guide) of Vinchin Backup &
Recovery v4.0, then you can view all the backup nodes information in the  [Resources]

— [Backup Node] as below:

vinchin

W Resyiet.s _

Page 1 off|View 10 v records per page| Total 2 records
No. Node Name IP Address . + Remote Deploy Deploy Status Node Status
1 focalhost localdomain 192.16864 22 2145809 [ Cepicy=] =
2 localhost localdomain 192.168.101 4 25102759 | Depioyed ]| | Horma |

Note: Please download the backup altation package from the login page, folio
instaliation, please contact our technical support

spanding user guide to complete the installation. After instal success, new backup node information will auto-add to the Node List. If you need support during the

2.5.1. Edit Backup Node

Tick a backup node which you want to edit as below:

vinchin Home & Resources ~

Badap Node:

o)

Page 1 of 1 View 10 v records perpage | Total 2 records
No. Node Name 1P Address. Add Time + Remote Deploy Deploy Status Node Status
1 localhost localdomain 192,168 64.220 2017-12-26 14:58:09 | Normal |
2 localhost localdomain 192.168.101.42 2017:12:25 10:27:59 [ Depioyed] =

Note: Please downlaad the backup nade installation package from the login page, folow the corespanding user guide 1o compiete the instalation. After install success, new backup node information will auto-ad to the Node List.If you need support during the
nstallstion, please contact our technical support

Click [Edit] , you can edit a new name for this node as below:
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Node Name localnost localdomain

ame for the backup node

bl n

2.5.2. Delete Backup Node

Tick a backup node you want to delete as below:

vinchin

1 Node List

Page 1 of | View 10 v records per page| Total 2 records

No. Node Name 1P Address. Add Time + Remote Deploy Deploy Status Node Status
1 localhost localdomain 192,168 64.220 2017-12-26 14:58:09 | Normal |

2 localhost localdomain 192.168.101.42 2017-12-25 10:27:59 HNormal

Note: Please downlaad the backup nade installation package from the login page, folow the corespanding user guide 1o compiete the instalation. After install success, new backup node information will auto-ad to the Node List.If you need support during the
installation, please contact our technical suppart

Click [Delete] the system will re-confirm with you, click [OK] the node will be deleted

as below:

Delete Backup Node

Please check If all the repositories on this node have been removed before deleting. Are you sure

1o delete this node?
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Note:

1. If there's storage mounted on this node, it is undeletable. Please delete the storage
and ensure no jobs running on this node.

2. After deleting the node, you need to modify the node config file in the corresponding

node system and delete the connected master node IP address.
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2.6.Manage Users

Log in your administrator account, click [Resources]——[User Management] as below:

SR - - - [

&
1.8Hours . T 0Job 0Job
System Uptime & Backup Node hal Backup History Current
: - Wore | v X
£ s

# Dashboard

@ VM & Repository

B m-Protected
BB Y -Unprotecte: 4

@ CPU Usage v %

6%

£ Job Monitor W

@ Current Job D History Job

2%

2%

0%

e Network Flow

285

v X
1.5K8/s

KB/
0.5KB/2

OKB/s

vinchin . sciupiResiore |8 IResources

erment

o] e o L oo

No. Username User Type  Creation Time v Creator Email Address Phane Number Last Login Status

No available data

Note: Each administrator can only manage the accounts created by himself.
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2.6.1. Add User

Click [Add] as below you are coming to the "Add New User” page.

No. Username User Type  Creation Time v Creator Email Address Phone Number Last Login Status

No available data

vinchin

Fill in the blanks with required username, password and confirm password. Choose a user
type and permission type for this new user, then click [OK] .

User Type includes Admin, Operator and Auditor. Default operation permissions are as
below:

Operator: Create & perform Backup/Restore jobs, job monitor, logs/warnings etc.
Auditor: Check logs & warnings.

admin: All permissions.

If choosing "Advanced Permission” in the "Permission Type”, you can add or cancel any

permission from the default options manually, but you cannot add a permission which is
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not in the default options, details as below:

vinchin

Phane Number

User Type * Operator .

Fermission Type * Defaull Permission ) Advanced Permission

Permission Operation « ome

[ & & Backup/Restore
Bl & @ New Job
& ¢ VM Backup
< VM Restore
& 4 VM Instant Recovery
E1® 2 Monitor & Manage
& Current Job
& D History Job
& & Restore Points
=
EF® = Resources
@ Virtual Infrastructure

rtual Machines

& Backup Repository
o LAN-Free Settings
& Backup Node
L, User Management
# System Settings
R System License
B & & Log/alent

& 2 Job Log
5 System Lag
& 0 Job Alert

i System Alert

2.6.2.Edit User

Tick a user from the User List, and click [Edit] as below you are coming to the user editing

page.

vinchin

Page 1 of1]View 10 v records per page| Total 4 records

No. Username User Type  Creation Time + Creator Email Address Phone Number Last Login Status.

1 userd Operator 2017-12-25 14:07-40 admin UnLocked
userd Auditor 2017-12-25 14:07:24 adnin UnLocked
user2 Administator  2017-12-25 140707 admin UnLocked

4 usert Operator 2017-12-25 14:06:47 admin UnLocked
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vinchin
o Edit User
Basic Info
Usemame * userd
Password
Confim Password *
Email Address
Phane Number
User Type Auditor
User Permission
Permission Type Default Permission « Advanced Penmission

Permission Operation
ermission Operatior & Home

B} | @ Backup/Restore
G @ New Job
# VM Backup
< VM Restore
% VM Instant Recovery
[} 2 Monitor & Manage
® Current Job
 History Job
2 Restore Foints
22 Virtual Machines
B | & Resources
@ virtual Infrastructure
& Backup Repository
o LAN-Free Settings

You can edit the user’s information, after finish, click [OK] to save the changes.

2.6.3.Delete User

Tick a user from the User List, and click [Delete] as below you are coming to the user

deleting page.

vinchin

Page 1 of 1| View 10 v racords per page| Total 4 records
No. Ussrname UserType  Creation Time . Creator Email Address Phone Number Last Login status
1 wuserd Operator 2017-12-25 14:07-40 admin UnLocked
2 userd Auditor 2017-12-25 1407 24 ‘admin UnLocked
3 wen2 Administrator  2017-12-26 140707 admin Unlocked
4 usen Operator 2017-12-25 140647 admin UnLocked

The system will re-confirm your operation as below, click [OK] , the user will be deleted.
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Delete User

Are you sure to delete the user(s)?

Note: Before deleting a user, you need to empty all the virtual infrastructures registered
by this user. Otherwise this operation will be failed. If you are deleting the admin user

account, please make sure all the users created by this admin account have been deleted.

2.6.4.Unlock User

If enter wrong password for 5 times, the account will be locked. Only the Admin has the
permission to unlock the account. Log in the Admin account, click [Resources] - [User

Management] , tick the locked user account as below:

vinchin . & Resources ~

User Management

I En s

Page 1 of 1| View 10 v records per page| Total 4 records
No. Username User Type  Creation Time + Creator Email Address Phone Numbr LastLogin Status
1 userd Operator 2017-12-2514.07:40 admin UnlLocked
2 user3 Auditor 2017-12:2514.0724 admin UnLocked
3 user2 Administrator | 2017-12-25 14.07:07 admin UnLocked
4 userl Operator | 2017-12-25 14:06:47 admin

Click [Unlock] and this account will be unlocked immediately.

& Resources v

vinchin

User Management

Unlock User
' Uniock User success

 User list

e

Page ¢ 1 of1|View 10 ' racords per pagel Total 4 records
No. Username User Type Creation Time v Creator Email Address Phone Number Last Login Status
1 userd Operator 20171226 14:07.40 admin UnLocked
2 userd Auditor 2017-12-25 1407 24 admin UnlLocked
3 user2 Administrater  2017-12-25 140707 admin UnlLocked
4 usert Operator  2017-12:25 14.06:47 admin UnLocked
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2.7.System Settings

Log in your Admin account, click [Resources] — [System Settings] as below, you are

coming to the system setting page.

\’II1CI1lI1 ‘ O : 5 fresourees - _
e o B 2017-12-25 14:16:35

0B 0Job 0Job
jal Backup History Current
@ VM & Repository = £ Job Monitor More | v X
B M-Protected B Ueed Sp & Current Job  History Jot
BB - Unprosected Free Spa £ System License
—— No available data
299.8268

@ CPU Usage v %

%

15%
%

05%
0%

s Network Flow v X

1.5K8/s
KB/
0.5K8/z

OKB/s T

# Dashboard

&

2.7.1. IP Settings

Click “IP Settings” you can set the IP information according to your actual network
environment. Click [OK] to save the changes. Please make sure all the IP information are

correct. Any wrong IP information will result in failure of accessing the backup system.
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vinchin ; : | B Resoues «

System Settings

Time Settings Notification DNS Settings RestartPoweroff

Network Interface * ens160
Please select a netwark interface to ed corespanding IP information
IP Address * 192 168 101 .42
Please anter IP address of your backup server, 8.9. 192.169.1.168
Subnet Mask 265.255.192.0
Please enter e SUDNe! MASK of your Dackup Server, & g 255.255 255 0
Default Gateway 192.168.64.1
Please enter Gateway of your backup server, e g 192 186.1.1
DNS Servers 192.168.128.2

e —
Note: After changing IP address, please log out and re-access the login page by

entering the new IP address.

2.7.2. Time Settings

You can set the time zone, time and date according to your current location as below:

vinchin

1P Settings Notification  DNSSeftings  RestartPoweroff

Your Location AmenicaiNew_York
Please select a location, system
Your Time * 2018-01-08 21:34:26 "]
a
NTP Sync

[ome [ o
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Edit Time

1.The updated time is earlier than or the same as the system original time.
21fits sarisr than the system original

Warning: Please set the time details before licensing your backup system. Changing
time details on a non-perpetual licensed system may cause the license error. If error

happens, you need to re-license the system with new license key.

2.7.3.Email Notification

Email Notification helps users tracking the system operation such as job progress by
email. Before enabling the email notification, you need to set the user’s email address.

Go to the top right [admin] - [My Information] as below:
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vinchin # Home Backup/Restore

o My Information

Usemame admin
Email Address 123456@qq.com v P Avoutus
Help
Phene Number 12345678900 b4
Logout
Language English

Fill in your email address and click [OK] .

Then return to the  [System Settings] - [Notification] . And click “Email Test” as below:

Backup/Restore 8 Resources ~ og/Alert

€3 Email Notification

Emall Notification [Erae]

If you have your own mail server, you can change the default sender mail information to
yours accordingly. We recommend you to use Vinchin sender mail server, please keep
the default information and click [Send a Test Email] , if the sending test is succeeded,

click [OK] as below:
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Mail Server * smtp exmail gq.com v

POP3/IMAP/SMTP server address, can be domam
name or IP address

Sender's Mail product@vinchin.com

Send testing email o 123456@qq com

1 Please go to [Admin] -> [My Info] to fil
in an email address which you would like to
notifications
d you to choose VINCHIN
ver, please make sure your
network is connecting to Interet

Then click [Enable] to enable the email notification.
You can also choose to enable the system/job alert and set different system notification

levels as below. System will send the corresponding notification to your email address.

vinchin

System Settings

1P Seftings. Time Settings IRSRECEE= ] DNS Settings RestartPoweroff

£ Email Notification

Email Natification m Email T

Pigase click “Email Test” 1o insn the mail server test before
enabiing Emad Noliscation

System Alert

System Notification Level Nolice (prompt message, na need process)
WWarning ( notifying this action may cause system o job error)

Error { nalifying the system or job error))

Job Alerl m

~Job Notification Level Natice (prompt message, no need process)
Warning { notifying this action may cause system or job eror)

Error { notifying the system or job error))

Note: Email notification is a free service. The system will automatically send notification

emails to you once you enable this function.
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2.7.4.DNS Settings

If an ESXi host was added to the vCenter via its domain name as below, then this ESXi

host's corresponding DNS need to be configured in the Vinchin Backup & Recovery

system.

vmware® vSphere Web Client

Updated at10:52 {) |

Navigator | [ esxi.505.com | Actions
4 Home Getting Started | Summary Monitor Manage Related Objects
I 8 ]
- @ 192 168.64.20 What is a Host?
¥ [itest Ahostis a computer that uses virtualization Virtual Machi
» [7,192.168.64.214 software, such as ESX and ESXi, to run virtual
= machines. Hosts provide the CPU and
memaory resources thatvirtual machines use
and give virtual machines access to storage s e
and network connectivity CHISISE =
'k| Datacenter

Basic Tasks

% Create a new virtual machine

vCenter Server

vSphere Client

Explore Further

Learn more about hosts

| aarn hmn ta rrasata virtnal

First fill in the IP address of the ESXi host and its domain name (e.g. 192.168.66.14

esxi.505.com), then click [OK] to save.
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vinchin ; : | B Resoues «

System Settings

1P Seftings. Time Settings LTIl 3 DNS Settings RestartPoweroff

Backup Node * localhost localdomain 132.168.101.42)

Please select a backup node to set DNS.

DNS values * 192 168 64 14 £5% 505 com

DNS Sync

Note: If the Vinchin Backup & Recovery system has been deployed multiple backup
nodes, please enable [DNS Sync] . DNS settings is available for VMware virtual

infrastructure.

2.7.5.Restart & Poweroff

Choose a backup node which you want to restart or power off and click corresponding

button.

vinchin Home Backup/Restore 88 Resources v Log/Alert - @ £, admin

System Settings

IP Settings Time Setfings Notification DIEEETNEN ) Restart/Powerofi

Backup Node * localhost localdomain(192.168.30.31) A

Please select a backup node to restart or power off
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3.Backup / Restore Job

3.1, OpenStack

3.1.1. Install Backup Plugin

When backing up an OpenStack virtual environment, you need to install the OpenStack

backup plugin in the OpenStack hosts.

a) Download the backup plugin from the Vinchin Backup & Recovery system login page

as below:

“vinchin

Vinchin Backup & Recovery

I Remember password
Download Backup Plug-ir
Login ®
Forgot password?

You can contact the administrator to reset your
password

Copyright © 2017 Vinchin build: 4.0.4345

"

b) Click "Download Backup Plug-in"—"OpenStack Compute” or "OpenStack Controller”

and your corresponding software version, then click [Download] as below:
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OpenStack Compute
Citrix XenServer
H3C CAS

SANGFOR HCI
InCloud Sphere

Copyright © 2018 Vinchin build: 4.0.4910

c) Copy the downloaded plugin to RHV/Ovirt host/root directory, and install as below:

nchin-
nchin-

nchin-
nchin

nchin-
nchin-

nchin-
nchin-
nchin-

nchin-
nchin-

nchin-
nchin-
nchin
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3.1.2. VM Backup

3.1.2.1. Authorize Host

Before creating a VM backup job, you need to authorize the target hosts which you need

to backup. Click [Resources] — [Virtual Infrastructure] as below:

\"||1CI1|I1 - : = Resourees - _
o : B 2017-12-2517:31:18.

- ) OJOb
dh Backup Node al Backup History Current
0 us Wore |~ %

# Dashboard

&
6.8Hours . :
System Uptime d

@ VM & Repository ser iManagement # Job Monitor T

B M-Protects. d
BB \-Unprotected

@ CPU Usage v %

%

@ Current Job D His!

6%

3%

0%

s Network Flow v X

KB/
1.5K8/2

KB/
0.5K8/2

KB/

Then you'll see the virtual infrastructure list as below, choose the target virtual

infrastructure you want to backup and click [Auth] .

vinchin me sckup/Restor B Resources ~

Virtua

o Virtual Infrastructure List
I Ao vt asiucure vy 50| minses) [

Page 1 of 1] View 10 v records|Total 4 records
No.  IP Address Name Platiorm Version Usemame sync Time + Added By Status Operation
1 19216866 52 192 168 66 52 Redhat RHV/Ovirt - admini@internal 2018-08-22 16:12.39 admin
2 10.44.1 2(admin) 104412 OpenStack - admin 2018-06-22 16:32:07 admin
3 1 192.168.66.30 SANGFOR HCI - admin 2018-06-22 11:00:26 ‘admin Unsuthorized
4 192.166.66 43808 192.168.66 43:3080 H3C CAS 30 admin 20180622 16:12:42 admin

1.Click IP address to view the virlual infrastructure details including all virtual machines'status.
2.Click [Syne] button, the virtusl infrastructure will be synced ta the Vinchin Backup & Recovery system. This function applies to any updates of the hostsiviriual machines in the virtual infrastructure.

Tick the hosts under this virtual infrastructure you want to backup and click [Authorize] .
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R Host Authorization

e

Page 1 of 1] View 10 v records|Total 1 records
HostName * HostIP Virtual infrastructure  Host Status  Number of CPUs  Status

h(s 104412 104412 2

A I multple hosts ara managed by tha same VM Manager. full authorization is recommended
if the virtual machine can drift under the chuster environment, when it drits to unauthorized host, this VM backup job will be
failed!

X v

Page 1 of 1] View 10 v records|Total 1 records

HostName  * HostIP Virtual infrastructure  Host Status  Number of CPUs  Status

hes. 104412 104412 2 Autharized

A I multple hosts ara managed by tha same VM Manager. full authorization is recommended
if the virtual machine can drift under the chuster environment, when it drits to unauthorized host, this VM backup job will be
failed!

The system will remind you "Authorize the host success”.
Note: If there's no server in the virtual infrastructure list, please add a host or virtual

cluster first (please refer to Chapter 2.3.1 Add Server)
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3.1.2.2.Create Backup Job
3.1.2.2.1. Backup Source

Select the virtual machines you want to backup.

Click[Backup/Restore] — [VM Backup], then you will see the virtualization infrastructure
tree, expand the OpenStack infrastructure until you see the virtual machines. Tick any
virtual machines you need to backup, they will be showing in the "Selected VM" column.

If you want to delete a selected VM, you can click X button in the right column or

directly untick this VM as below:

vinchin B -
i o Monitor & Manage

Select VM *
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vinchin
M Backup
1 New Job
o Backup Source 2 Primary Strategy 3 Advanced Strategy 4
Please select targat virtual machine(s) 1o be backed up
Select VM © Hosls & Clusters - Selacted VM:

AHmccs o o
B4 sanGFOR Hel ’
122 openstack.
83 10.44.1.2(admin)  Refresh  Expand all  Merge all
ET

[]# Redhat RHV/Ovirt

If you know the target VM name, or you know any related key words, you can directly

search the VM in the search bar as below:

vinchin
M Badwp
o Backup Source 2 Primary Strategy 1 Advanced Stralegy 4 Review & Confirm
Pleas get virtual machine(s) to be backed up

EHH Hac cas

B4 SANGFOR HE

[ £ Openstack
(5148 Redhat RHV/Ovirt

Note: If the VM already exists in the backup job list, it will be highlighted in Green color.

And it is un-selectable.

Click [Next] once you complete the selection.

If your OpenStack infrastructure has be updated recently, you can click [Refresh] to

update and sync the servers to Vinchin Backup & Recovery system as below:
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vinchin e BackupiRestore

M Badawp

o Backup Source 2 Primary Strategy

Please select target virtual machine(s) to be backed up

Select VM * 2 Hosts & Clusters - Selacted VM:
EHHac cas
(3145 SANGFOR HCI

E1 53 openstack

=53 10.44.1.2(admin} Expand all  Merge all
(51§ admin
178 cec
1748 cec_2018_04_27_11_17_43

(] 48 Redhat RHV/Qvirt

3.1.2.2.2. Primary Strategy

In the Primary Strategy page, there are two backup options available.

3.1.2.2.2.1. Backup at Once

The backup job only perform one time.

Choose "Backup at once’, then click @ to choose YY/MM/DD and HH:MM:SS, then

click [Next] , the backup job will be performed at the exact time for only once.

vinchin ome | & BackupRestore +
M Backup
+ Backup Source ° Primary Strategy 3 Advanced Strategy 4 Review & Confirm
Please set up primary strategy for this backup job Server Time: 2018-06.25 14.28.16)

Primary Strategy Backup at once v

June 2018

Su Mo Tu We Th Fr Sa
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vinchin ione | @ BackupRestore v

+ Backup Source o Primary Strategy 3 Advanced Stralegy 4 Review & Confirm
Please set up primary strategy for this backup job. Server Time- 2018-06-25 142850
Primary Strategy * Backup al once v
Start Time: 2018-06-25 14:30:10 x B2

@ESEK

3.1.2.2.2.2.Backup as Scheduled

The backup job repeats as scheduled.

Choose “Backup as scheduled”, then choose a Backup Strategy (Full Backup/Incremental
Backup/Differential Backup).

Note: Incremental and Differential cannot be chosen at the same time.

Click the selected strategy bar as below:

vinchin i @ BackupResiore ~
M Badwp
& New Job
+ Backup Source o Primary Strategy 3 Advanced Strategy 4 Review & Confirm
Please set up primary strategy for this backup job. Server Time: 2018.06 25142932
Frimary Strategy * Backup as scheduled
Schedule * Full Backup Incremental Backup Differential Backup €
| + Full Backup (Every Friday, 23:00:00 Start, Unrepeat)

Then you will see there are some schedule options, you can choose to repeat the backup

job at any time in any day.
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vinchin Home & Backup/Restore ~
VM Backup
- Backup Source ° Primary Strategy 3 Advanced Strategy 4 Review & Confirm
Please set up primary strategy for this backup job. Server Time: 2018-06-25 14:30:19
Primary Strategy * Backup as scheduled v
Schedule * Full Backup Incremental Backup Differential Backup @

« Full Backup (Every Friday, 23:00:00 Start, Unrepeat) -

Monda: Tuesda Wednesday Thursday
Every Day Every Week v Y Y Y
Friday Saturday Sunday
@ Every Week
Start Time 23:00:00 e}
Every Month

Repeat °

The time schedule of backup job includes 3 types: Every day, Every Week and Every

Month.

® FEvery Day schedule only needs to set Start Time as below:

VM Backup
# New Job
v Backup Source e Primary Strategy 3 Advanced Strategy 4 Review & Confirm
Please set up primary strategy for this backup job. Server Time: 2017-12-25 17:58:51
Primary Strategy * Backup as scheduled v
Schedule * Full Backup Incremental Backup Differential Backup €

Start, Unrepeat) +

 Incremental Backup (Every Day 23:00:005tart, Unrepeat) -

@ EveryDay Start Time 23.00:00 o
Every Week Repeat E )
Every Month

® Every Week schedule needs to choose which days to perform the backup job, details

as below:
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VM Backup

o v Backup Source e Primary Strategy 3 Advanced Strategy 4 Review & Confirm

Please set up primary strategy for this backup job.

Primary Strategy * Backup as scheduled
Schedule * Full Backup Incremental Backup Differential Backup ~ €
v Full Backup (Every Day 23:00:00Start, Unrepeat) +

+ Incremental Backup (Every Monday, Wednesday, Friday, 23:00:005tart, Unrepeat) -

S Every Week Monday Tuesday Wednesday Thursday
Friday Saturday Sunday
@ Every veek
StatTime  23:0000 o}
Every Month

N o | o

® [Every Month schedule is similar with Every Week schedule, needs to choose which

days to perform the backup job, details as below:

VM Backup

‘ + Backup Source ° Primary Strategy 3 Advanced Strategy 4 Review & Confirm

Please set up primary strategy for this backup job.

Primary Strategy * Backup as scheduled
Schedule * Full Backup Incremental Backup Differential Backup €
« Full Backup (Every Day 23:00:00Start, Unrepeat) +

« Incremental Backup (Every Month Day1, Day15, 23:00:005tart, Unrepeat) -

Every Day Every Month ! 2 3 4 5 6 7
s 9 0 [ 1 12 13
Every Week 15 16 17 18 19 20 21
22| 28| |2a | |25 | |26 | |21 | |28
@ Eevery vontn 29 20 31
SriTime  28:00:00 [}

I o | o

Set the backup “Start Time" and choose whether to enable the "Repeat”.
"Repeat” means repeatedly perform the backup job every xx hours/minutes/seconds.
Once enable the “Repeat” option, you need to set the time of “Repeat Interval” and

"Repeat End” accordingly.
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(Example: Choose Every Month schedule, and tick day 1Tand day 15, set the Start Time as
7:00:00, and enable the “Repeat’, Repeat Interval Time 2:00:00 and Repeat End Time
21:00:00. This schedule means on 1% and 15" of each month, this backup job will start

running from 7:00am, and it will repeat once every 2 hours until 9:00pm of the day.)

vinchin

Primary Strategy Backup as scheduled

scequie © [ Fuigackup [ incremental Backup Differential Backup

Li]
« Full Backu; Da .
« Incremental Ba C th Da 200:0! Repeat interval ]
Every Month u 1 2 3 4 6 & 7
8 ] 10 gl 12 13 14
15 16 17 18 19 20 21
2 2 24 25 2% 27 28
@ Every Monin 29 30 31
Start Time 7.00.00 o
reper [ o
Repeat interval 20000 Q
Repeat End 21:00.00 ]

©pack [T

After finishing the settings, there will be a green  in front of the schedule, it means the

schedule setting is saved. Then click [Next]:

vinchin sme 4 Backup/Restore v

+ Backup Source ° Primary Strategy Advanced Stralegy 4

set up primary strategy for this backup job

Server Time: 2017-12-25 18:01:33

Primary Strategy * Backup as scheduled

schedule * [ Ful Backup [l incremental Backup Differential Backup @

 Full Backup (Every Day 23:00:00Start, Unrepeat)

©Back EHC]
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Incremental backup is backup the changes made since the last incremental backup.

Differential backup is backup the changes made since the last full backup, every new

differential backup relies on the same full backup.

Generally it is recommended to do a full backup every week/every month, and do an

incremental backup every day.

3.1.2.2.3. Advanced Strategy

3.1.2.2.3.1. Backup Location
Select a repository to store the backed up data. You can enable the “auto-select”, then

the backup data will be automatically stored to an optimized repository. You can disable

the "auto-select” to specify a repository for the backup data.

vinchin
™ Back
« Backup Source + Primary Strategy ° Advanced Strategy 4 Review & Confi

Backup Location M 1y n = Transmission . & Retent

User-gefined Iocaost localoomain(192 168 101 42)

User-gefined Local Disk1{Local Disk, Capacity 299 85GB, Free Space'291 67GB)
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If you have added multiple backup nodes as alternative backup repository, you need to
select one node first. Click the blue button to disable the “Node Auto-Select” select one
available node as below:

VM Backup

i+ New Job

‘ + Backup Source ° « Primary Strategy ° Advanced Strategy 4 Review & Confirm

Please set up advanced strategy for this backup job.

© Backup Location B D 18 G = Network i Retention Policy B8 Advanced Backup Mode

Node At setect o

User-defined | localhost localdomain(192.168.101.42)

If you prefer to specify a backup repository under this node, disable the "Repository

Auto-Select” and specify a selectable repository for this backup job.

WM Backup

‘ + Backup Source a - Primary Strategy ° Advanced Strategy 4 Review & Confim

Please set up advanced strategy for this backup job.

© Backup Location M D 18.C = Network i Retention Policy 85 Advanced Backup Mode
Node Auto-select m e
Userdefined  localhostlocaldomain(192.168.101.42)
User-defined Local Disk1(Local Disk, Capacity :299.85GB, Free Space:299.82GB)

If you prefer to let the system select the optimized repository, keep the “Node Auto-

Select” or/and "Repository Auto-Select” enabled.
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WM Badup

o « Backup Source ° « Primary Strategy o Advanced Strategy 4 Review & Confirm

Please set up advanced strategy for this backup job.

© Backup Location & pequplication & COMpression = Transmission Network i Retention Policy 88 Aovanced Backup Mode

Node Auto-sslect [}

ou EZE

VM Backup

°  Backup Source ° v Primary Strategy ° Advanced Strategy 4 Review & Confirm

Please set up advanced strategy for this backup job.

® Backup Location A p & Compressior

1 = Network @ Retention Policy 88 Advanced Backup Mode
Node Auto-select m e
Userdefined  localhost localdomain(192.168.101.42) v

Repository Auto-select m:l | [:]

3.1.2.2.3.2.Deduplication & Compression

Choose to enable/disable data deduplication and data compression.
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vinchin - e ——

M Badkup

+ Backup Source + Primary Strategy ° Advanced Strategy 4
B Deduy n & Ce = ]
Data Dedupiication n e
compression [ o

® Data Deduplication: Enable it to delete the duplicated data, can reduce the total

backup size.

® Compression: Enable it to compress the backup data size, can reduce the total

backup size.

3.1.2.2.3.3. Transmission Network

Click [Transmission Network] , you can choose to enable the [Data Encryption] , the
backed up data will be encrypted during transferring from the backup source to backup

repository.
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vinchin
M Backup

v Backup Source + Primary Strategy ° Advanced Strategy 4 Review & Cor

3.1.2.2.3.4.Retention Policy

Backup retention policy is a policy to reserve backup data on disk according to number
of days/restore points. Old restore points out of date/over range will be auto-deleted.
For OpenStack, the retention policy is based on full backup time points. It will lead a
deletion of the furthest full backup point together with its corresponding incremental or
differential backup points when a new full backup point is generated.

Retention Policy includes “Number of Restore Points” and “Number of Days", details as
below:

Number of Restore Points: Restore points will be reserved according to number limitation.
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£ Backup/Restore v

ViV

ackup

ik New Job

~ Backup Source +~ Primary Strategy ° Advanced Strategy

Please set up advanced strategy for this backup job

Mumber of Days: Backups to be saved

@ Backup Location & Deduplication & Compression = Transmission Networl| as per the number of days. Bpckup Mode
Mumber of Restore Points: Backups to
Retention Mode * Number of Restore Points v o be.satved as per the number of restore
points.
Restore Points * 30 -~ >

Backups beyond the specified number
of days/restore points will be auto

deleted,

Number of Days: Restore points will be reserved according to days limitation.

vinchin Home & Backup/Restore v

VM Backup

+ Backup Source « Primary Strategy ° Advanced Strategy .

Please set up advanced strategy for this backup job.

@ Backup Location B Deduplication & Compression = Transmission| Ny mber of Days: Backups to be saved as vanced Backup Mode

per the number of days.

Retention Mode © | Number of days . @ | Mumber of Restore Points: Backups to be
saved as per the number of restore points.
Days * 30 ~ w Backups beyond the specified number of

days/restore points will be auto delsted.

3.1.2.2.3.5. Advanced Backup Mode
1) Standard Snapshot (Serial snapshot / parallel snapshot)

v Serial snapshot: taking snapshot of each VM in turn and complete transfer in turn.
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v' Parallel snapshot: taking snapshot of all VMs concurrently and complete transfer in
turn. It is necessarily to be chosen when there's business relationship between the

VMs or backup time consistency is required of all the VMs.

+ Backup Source v Primary Strategy ° Advanced Strategy

it up advanced strategy for this backup job.

Serial: Taking snapshot of each virtual

® Backup Location B Deduplication & Compression = Transmission Network W Retentid - ochine and completing transfer in turn.
Parallel: Taking snapshot of all virtual
Standard Snapshot Serial v e machines concurrently and completing

transfer in turn. It is not recommended to
be selected unless there” s business
SpeedKit Parallel o r.e|ali0n§h.ip between the VMs or wh.en
time consistency of all backup data is
required. .

2) SpeedKit

SpeedKit is a Vinchin developed technology to improve the computing speed of
changed data when doing an incremental backup. Enabling “SpeedKit” can help to

improve backup efficiency.

Note: Enabling “SpeedKit’, the system will keep one snapshot for each VM in the
backup storage when doing incremental backup everytime, so you must make sure

your backup storage space is sufficient.
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+ Backup Source + Primary Strategy ° Advanced Strategy

up advanced strategy for this backup job.

© Backup Location B Deduplication & Compression = Transmission Network I Retention Policy BE Advanced Backup Mode

Standard Snapshot | Serial M LiJ SpeedKit can help improving the

computing speed of changed blocks when
doing incremental backups. It is
P o | recommended to be enabled if you want a
faster backup. (Precondition: Your storage
space is large enough.)

@® Back Next

3.1.2.2.4. Review & Confirm

After finish, you are able to review and confirm the settings. Click [Submit] if confirm,

the backup job creation will be completed.

vinchin Home 4 Backup/Restore v
VM Backup

~ Backup Source v Primary Strategy v Advanced Strategy ° Review & Confirm

Please review and confirm your configurations.

Job Name Openstack Backup1
Default job name could be modified

Backup Source

Backup Source:  10.44.1.2/admin/ce
OpenStack Backup

Primary Strategy
Primary Strategy :  Backup as scheduled

Backup Schedule:  Full Backup (Every Friday, 23:00:00 Start, Unrepeat)
Incremental Backup (Every Day 23:00:00 Start, Unrepeat)

Advanced Strategy
Backup Location :  Node Auto-select : ON

D &C Data D ion : OFF
Compression: ON

Transmission Network:  Data Encryption : OFF
Retention Policy : 30 days

Advanced Backup Mode: SpeedKit - ON
Standard Snapshot : Serial

Note: You can change the Job name before submitting.
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3.1.2.3. Perform Backup Job

After creating a new backup job, you will see this job in the “Current Job List” as below:

vinchin Hone 4 BadapRestore

 Job List

Page 1 of 11 View 10 racords|Total 6 records Search
Job Name Platform Job Type Creation Time v Status Speed Creator Operation

I nStack Backup OpenStack Backup 2018-06-22 182203 - admin £ Options

ViOvirt Backup3 Redhat RHVIOvirt Backup 2018-06.22 151822 admin

B re t R Redhat RHV/Ovirt Instant Recovery 2018-06-22 15:14 46 admin & Options +

2 Redhat RHVIOVin Backup 2018-06-22 143321 admin

B r HVIOvin Backup Redhat RHVIOvirt Backup 20180622 12:16:15 admin & Options +

B H H3C CAS Instant Recavery 20180621 163153 admin & Opions ~

Tip: Click jab name you can view the job details

Click " =" ,you can review the backup schedules of this job as below:

vinchin

o Job List

Page 1 af 1] View 10 v records|Total  records Search

Job Name Platform Job Type Creation Time v Status Speed Creator Operation

Stack Backu OpenStack Backup 2018-06-22 18:22:03 admin

i

Full Backup: Every Friday, 23:00.00 Start, Unrepeat
Schedule
Incremental Backup: Every Day 23:00-00 Start, Unrepaat

Reention Policy. 30 days

Rt RO Backag E—— Badup 189622 161022 R i R
B s ViOvirt Instant Recovery Redhat RHVIOvit Instant Recavery 20180622 151446 - i
; VOt Backy Redhat RHVIOvit Backup 20180622 143321 - i Y —
4#Ovit Backup! Redhat RHVIOvirt Backup 2018-06-22 121615 - dmi
H HICCAS Instant Recavery 20180621 16:31.53

]
El
w0
<

Tip: Click job name you can view the job dataits

Click [Options] , you will see operation options including Activate Incr.(Incremental
Backup), Activate Diff.(Differential Backup), Activate Full(Full Backup) and Stop. Choose

one option to start or stop the backup job.
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vinchin e BackupRestore

ob
o Job List

Page 1 of 1| View 10 v records|Total 6 records

Search
Job Name Platform Job Type Creation Time. v Status Speed Creator Operation
OpenStack Backup Openstack Backup 2018-06-22 182203 - admin
t Redhat RHV/Ovirt Backup 2018-06-22 15:18:22 - admin e Activate Incr
=] t R Redhat RHVIOvirt Instant Recovery 2018-06-22 15:14:46 - admin » Activate Full
] 1 Redhat RHVIOvirt Backup 2018-06.22 143321 admin m swop
R t Redhat RHVIOvirt Backup 2018-06-22 121615 admin & Options ~
H H3C CAS Instant Recovery 2018-06-21 16:31.53 admin & Options ~

Tip: Click jab name you can view the job details

Note: If you choose incremental backup or differential backup, the backup job will
automatically change to full backup when the first time you perform it. After then the

backup jobs will be repeated time by time as scheduled.

If you want to stop this backup job, click [Stop] button. After stopped, if you want to re-
activate this backup job, you can click [Options] — [Enable Schedule] to backup as
scheduled if necessary or Activate, edit, delete the backup job according to your

demands.

vinchin

# Job List

Page 1 of 1| View 10 v records|Total 6 records

Search
Job Name Platform Job Type Creation Time v Status Speed Creator Operation
OpenStack Backup OpenStack Backup 2018-06-22 18:22.03 : - admin
F t RHViOvirt Backu) Redhat RHV/Ovirt Backup 2018-06-22 15:18:22 - admin @ Enable Schedule
t F Redhat RHV/Ovirt Instant Recovery 2018-06-22 15:14.46 - admin Ly Activate Incr
Ri Redhat RHVIOvirt Backup 2018-06-22 143321 - admin P Activate Full
B r Redhat RHVIOvirt Backup 2018-06-22 12:16:15 - admin
# Edit
1 HIC CAS Instant Recavery 20180621 163153 - admin & Delete

Tip: Click job name you can view the job dtails

When the job in a running status, click the job name, you will see the job running details

page as below:
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vinchin

i JOb Flow
49MB/s
39MB/s
29me/s
20MB/s

10MB/s

& Backup/Reslore ~

oxe/s ¥
18:26:57

1827:23

 Run Log

I nstering vm cces o

g VM cecbackup data

VM List History Job

cee’ valid size is 20,00 GB

Scaning progress

k vda' backup da

18:27:54 18:28:22 18:28:49 182816 18:20:42 18:30:00

417%

| x|
Osummary & &8 Strateg) B8 Advanced
Job Name Openstack Backup1
Job Type : Backup{OpenStack]
Job Status | Running |
Total Size 5068
Processed 20868
Stant Time 2018-06-22 182421
Ouration 00:06:05
Job finish at 2015-06-22 18:47:11

On the top right are 3 main columns showing the job configuration info as below:

@ summary & Storage

Job Name :
Job Type

Job Status :
Total Size :
Processed -
Start Time:
Duration :

Job finish at :

@ Summary & Storage

Creation Time -
Next Run:

Full Backup :
Incremental Backup
Differential Backup -
Retention Policy -

Data Encryption

B2 Strategy 88 Advanced

O Summary & Storage

OpenStack Backup1
Backup Node :

Backup[OpenStack]

50GB

Repository ©

434MB Data Deduplication

2018-08-22 18:24:21 Compression
00:05:27

2018-06-22 18:48:21

4 Strategy B8 Advanced

O Summary & Storage

2018-06-22 18:22:03

2018-06-22 23:00:00

Every Friday, 23:00:00 Start, Unrepeat

Standard Snapshot:

SpeedKit :

Every Day 23:00:00 Start, Unrepeat
Ni&

30 days

B4 Strategy 88 Advanced
localhost.localdomain
192.168.65.49 10.44.1.50

ISCSIM(iSCsl)
Capacity:499.75GB. Free
space:451.69GB

ON
B Strategy B8 Advanced
Serial

On the bottom left are another 3 main columns showing Run Log, VM List and history

Job.
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[ TECR  vMList  History Job

Transfering vm ccc's disk ‘vda’ backup data
n ‘ransferring VM cccbackup data

vm cce valid size s 20.00 GB

Finished to scan Virlual disk

Scaning progress... 100%

Scaning the valid data of VM ‘ccc, disk 'vdbf d1a3-4c76-a12F Y

[ Finished to scan vinua disk

Scaning progress. 100%

Job Logs: Records the current backup job running logs.

RunLog ESUEIEC History Job

No. VM Name 4 Job Type VM Size Data Size Transter Size  Written Speed Progress. Status Description

1 cce Full Backup 50G8 2068 277GB 375.24MB 47 2MB/s 554% Running

VM List: Shows all the virtual machines under the current backup job. Details include VM
Name, Backup Type (Full Backup/Incremental Backup/Differential Backup), VM Size (VM
valid data size), Processed Size (The size that Vinchin Backup & Recovery system has
processed), Backup Size (The real size that has been stored to the backup repository) ,

Processing Rate, Progress, Status etc.

Runlog M Lst TR

Page < 1 > off|View 10 v records|Total 5 records
No. Job Type VM size Data Size Transfer Size Written Start Time v End Time
1 Incremental Backup 50GB 86MB 86MB 11.46MB 2018-06-24 23:00:00 2018-06-24 23:00:14
2 Incremental Backup 50GB 86MB 86MB 11.23MB 2018-06-23 23:00:00 2018-06-23 23:00:15
3 Full Backup 50GB 19.99GB 19.99GB. 1.12GB 2018-06-22 23:00:00 2018-06-22 23:12:36
4 Incremental Backup 50GB 0B 08 08 2018-06-22 18:37:09 2018-06-22 16:3721
5 Full Backup 50GB 20GB 20GB. 11268 2018-06-22 18:24:21 2016-06-22 18:36:38

History Job: Reviews all the history operations of this backup job, details including backup

type, status, backed up size, backup start time & end time etc.

Note:

® |f the backup job has been set as “Backup at once”, after job running finished, you
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can find it in the History Job list.

If the backup job has been set as “Backup as scheduled”, the job will remain in the

Current Job list and continue backup job as scheduled.

Once enable "Deduplication & Compression” when creating backup job, the

"Backed up” size will be smaller.
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3.1.3. VM Restore

3.1.3.1. Create Restore Job

3.1.3.1.1.Restore Point

Click [Backup/Restore] - [VM Restore], you are coming to the restore job creating page.
Select a target VM restore point under the OpenStack which you want to restore as below.
You can quickly find the target restore point by specifying backup node and selecting

"Group by VMs" or “Group by Restore Points” accordingly.

vinchin (I BacupResore -
.

o Restore Point

A Restore Point has been marked with the name of a backup job. Each backup job name
has displayed the restore point and backup type (full backup/incremental

backup/differential backup) for users to recognize and select.

Choose one restore point under each virtual machine, click [Next]
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vinchin Home | £ Backup/Restore v esources Log/Alert
VM Restore

‘ Restore Point 2 Restore Destination 3 Restore Strategy 4 Review & Confirm

Select target virtual machines to be restored

Restore Point * All nodes v =4 Group by VMs ~ Selected restore points
2
ES SANGFOR HCT & 2018-06-22 18:37:14(Incremental Backup) [x]
EHHHac cas .
= ]

48 Redhat RHY/Ovirt
3 openstack
OpensStack Backup2(Job has been deleted )

&

e
=} @ (D 2018-06-22 18:24:25(Full Backup)

[- 3 2018-06-22 18:37: 14(incremental Backup)
-0 2018-06-22 23+ Backup)

0 2018-06-23 23:00:06(Incremental Backup)

0 2018-06-24 23:00:06(Incremental Backup)

Note: You can choose multiple virtual machines to restore at the same time. If one virtual

machine has multiple restore points, you can only choose one point to restore at once.

3.1.3.1.2. Restore Destination

1) Select User Group: Select a user group where you want to run the restored VMs as

below:

vinchin i @ BackupResiore ~
M Restere
1 New Job
+ Restore Point ° Restore Destination 3 Restore Strategy Review & Confirm
Selecta ho 0 ru Ms
Select user group * 13 10.44.1.2(admin)
& admin
Expand the virual infrasinuciure. Check Ihe user group you need o recaver fa

After restored, the VMs will run on the selected user group.
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2) Unified Configurations: Enable this function you can set multiple VMs' storage,

network information, and choose whether to power on the target VM(s) after

restoring as below:

vinchin lome € BackupRestore
M Restore
o New Job
+ Restore Point o Restore Destination 3 Restore Strategy 4 Review & Confirry
Select 3 host where 1o run the restored Vs
Select user group * 23 10.44.1.2(admin)
= W admin
Expand ihe virual Infrasinuclure, Check Ihe user group you need o recaver fa
Unified Configurations * m o
Restore o * Auto-select
Connectto * Auto-select
Power an targel VM afler restoring * E3

e keep the onginal backed up VM poweroll afler enable tis function

VM Configurations *

3) Single VM Configurations: Select a target VM, you can rename it and pre-set its

storage, network information details as below:

VM Cenfigurations = LJ.ccc 2018-06-22 18.37:14 o
Name&Siatus Restored VM Name: =
ccc 2018 06 22 18 37 14
Storage
S Power on the VM after restoring
Network

Expand any VM to modify corresponding configuration info

Note: When renaming the VM, make sure there’s no special characters. Any

combination of letters, numbers and underscore characters are recommended.
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VM Configurations = J ccc_2018-06-22 18:37:14 —
Mamesstas VM Disk Total Size Restore To
Storage vda 40GB Auto-select M
Network vdb 10GB Auto-select v

Expand any VM to modify corresponding configuration info

Note: If choose Auto-select in the “Storage”, the system will automatically choose the
biggest storage space. If all the storages are out of free space, the restore job will falil,

and system will remind insufficient space.

You can also choose where to connect the VM network interface to after restoring.

VI Configurations * L ccc 2018-06-22 18:37:14 o
Name&Status VM Network Interface MAC Address Remain MAC Connect To
Storage taped6193eai7 fa:16:3e:48:f6:d2 Auto-select v
Network

Expand any VM to modify corresponding configuration info

3.1.3.1.3. Restore Strategy

Choose “Restore at once” or Restore as scheduled” as below:

vinchin e € BackupRestore ~
4 New Job
+ Restore Point + Restore Destination ° Reslore Strategy 4 Review & Confirm
Set up restore strategles for the restore job
Restore Strateqy * Resiore ai once v

| Restore as scheduled

If choosing “Restore at once’, the restore job will start running after created.

If choosing” Restore as scheduled”, you need to set restore schedules as below. After
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done, the job will run as scheduled.

vinchin 1 & BackupRestore «

Restore

« Restore Point + Restore Destination ° Restore Strategy 4 Review & Confirr

Set up restore strategles for the restore job

Restore Strateqy * Reslore as scheduled
Schedule * + Rest 23:00:00 Start, | )
R Every Week Monday Tuesday | | Wednesday || Thursday Friday
Satwraay Sunaay
@ Every ek
Start Time 23.00:00 (2]
Every Month

Note: Restore as schedule is not recommended if no special circumstances, because

restoring too many VMs will occupy productive resources.

3.1.3.14. Review & Confirm

After finish, you are able to review and confirm the settings. Click [Submit] if correct, the

restore job creation will be completed.

vinchin e | & BackupRestore v Resource :

v Restore Point 49 v Restore Destination 3 v Restore Strategy 0 Review & Confirm

Please review and confirm your configurations.

Job Name OpenStack Restore1
ob name couid b modified
estore P
Restore point Info OpenStackRestore

10.44.1.2/admin/ccc(2018-06-22 18:37:14)

Restore Destination Restore 1010 44 1.2(admin) -> admin

The restored VMs'names are:

Restore Strategy:  Restore as scheduled - Restore Strategy (Every Friday, 23:00.00 Start, Unrepeat)

©Back EETLTES

Note:

® You can rename the restore job.
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® Make sure all the settings are correct before submitting.

® |f you have chosen” Restore at once’, the restore job will start running once you

submit the job.

3.1.3.2.Perform Restore Job

After creating a new restore job, you will see this job in the “Current Job List" as below:

vinchin o 4 BackupRestore ¥

a Job List

Page 1 of 11 View 10 records|Total 2 records Search
Job Name Platform Job Type Creation Time v Status Speed Creator Operation

penStack Restore OpenStack Restare 2018-06-25 11:36:40 I- admin £ Options +

OpenStack Backup 2018-06-22 18:22:03 - admin 4 Opiions v

Tip: Click job name you can view the job dataits

Click” =", you can review the restore schedules of this job as below (if you have

set "Restore as scheduled”) :

vinchin eme € BackuplRestore «

 Job List

Page 1 of 1] View 10 v records| Total 2 records Search

Job Name Platform Job Type Creation Time v Status Speed Creator Operation

Sta ! OpenStack Restore 2018-06-25 11:36:40 admin & Options ~

| Schedule: Every Friday, 23:00:00 Stan, Unrapeat |

B OpanStack Back OpenStack Backup 2018-06-22 18:22.03 - admin & Options ~

Tip: Click jab name you can view the job details

Click [Options] - [Activate job] to start the restore job.
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© Backup/Restore

o Job List

Page 1 of 1] View 10 v records|Total 2 records Search

Job Name Platform Job Type Creation Time v Status Speed Creator Operation

) Stack Restc OpenStack Restore 2018-06-25 11:36:40 admin

® Stack Backy OpenStack Backup 2018-06.22 162203 admin [——

W Stop

Tip: Click jab name you can view the job details

If you want to stop this restore job, click [Stop] button. Click [Options] again, you can

activate or delete this job as you want.

vinchin Home 4 BackupRestore v

tio

o Job List

Page of 1 View 10 v records|Total 2 records [
Job Name Platform Job Type Creation Time v Status Speed Creator ‘Operation
Stack Restore OpsnStack Restore 2018-06-25 11:36:40 admin
. OpenStack Backup 20180622 18:22.03 admin

Tip: Click job name you can view the job details

vinchin i © BackupRestore v

4 Job List

Page ' of 1 View 10 v records|Total 2 records Search
Job Name Platform Job Type Creation Time . Status Speed Creator  Operation
penStack Restore Openstack Restare 2018-06-25 11:36:40 I:l - admin
| OpanStack Back OpenStack Backup 20180622 18:2203 - admin » Activale Job
o Detete
Tip: Click job name you can view the job detalls.

When the job is in a running status, click the job name, you will see the job details page

as below:

£ Backup/Restore ~

Page 1 of 1] View 10 records|Total 2 records Search
Job Name Platform Job Type Creation Time v Status Speed Creator Operation
OpenStack Restare. 2018-06-25 11:36:40 | Running - admin
enStack Backy OpenStack Backup 20180622 18:22.03 - admin

Tip: Click job name you can view the job details
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vinchin e & BackupReslore esource d
i Job Flow @ summary
Al Job Name OpenStack Restorel
2408,
" Job Type : Restore[OpenStack]
20MB/s
Job Status
15MB/s
Total Size 50GB
10MB/s
Processed 51768
SMB/s
) Start Time 2018-06-25 14:35:37
: 143654 1437:20 143747 143814 143840 143807 143934 Daratint 000414
- Job finish at 2018-06-25 15:10:42
1033%

e WIENE  vMLst  History Job

Run Log: Records the current restore job running progress.

Runlog =WVIISE  History Job

No. VM Name 4 Job Type VM Size Data Size Transfer Size  Written Speed Progress status Description

1 o Restore 50GB 20GB. 6.2GB 6.2GB 20.8MBfs 1239% Running

VM List: Shows the current job details including VM Name, Job Type (Restore), Total (VM
total size), Processed (Processed size), Recovered (The real size that has been restored) ,

Speed(Data transfer speed), Progress(Job running progress), Status etc.

DHistory Job

Page < 1 > of1|View 10 v records|Total 1 records
No. Job Type status VM size Data Size Transfer Size Written Start Time v End Time
1 Restore 50GB 2068 2068 50GB. 2018-06-25 14:35:37 2018-06-25 14:46:28

History Job: If you've set “Restore at once” for this restore job, this job will be auto-deleted
after completing restoring and shows no data. If you've set " Restore as scheduled” ,you

can review all the history operations of this restore job.

Warning: During a restore process, do not power on the VM before the restore job is

completed, otherwise the VM data will be damaged or lost.
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3.1.4. VM Instant Recovery

VM Instant Recovery helps to recover TB sized VMs in 15 secs, all business recovery in 1
min, minimized the break-off time of critical businesses.
When creating a VM Instant Recovery job, make sure there's available restore point. If no,

please backup target VM(s) with Vinchin Backup & Recovery system first.

3.1.4.1. Create Instant Recovery Job

Click [VM Instant Recovery] you are coming to the instant recovery new job adding page.
Select a target VM restore point under the OpenStack which you want to instantly recover
as below. You can quickly find the target restore point by specifying backup node and
selecting “Group by VMs" or “Group by Restore Points” accordingly.

vinchin QR <+ Backup/Restore ~

-
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vinchin tme € BackupRestore «

[E SANGFOR HCI

EH#ccas

14 Redhat RHV/Ovirt

=3 openstack
[} & Openstack Backup2(ioh has been delsted )
[} & Openstack Backupl

) 2018-06-22 18: ull Backup)
D 2018-06-22

) 2018-06-22 23:

4{Incremental Backup)
S(Full Backup)
:00:06{Incremental Backup)

00:08{Incremental Backup)

o [

Note: You can only select one VM restore point for each instant recovery job.

Select a target user group as the restore destination where you want to run the instantly
recovered VMSs, and enter the controller node IP and click [Test the connection]. If test is

success, then select the backup node IP/domain where the backup repository was

mounted.

vinchin Home | & Backup/Restore ~ Log/Alert et

H ccc
-0 2018-06-22 18:24:25(Full Backup)
0 2018-06-22 18:37: 14(Incremental Backup)
-8 2018-06-22 23:00:05(Full Backup)
0. 2018-06-23 23:00:06(Incremental Backup)
@D 2018-06-24 23:00:06(Incremental Backup)

Please select one restore point of target VM to be instant-restored

10.44.1.2(admin)
& admin

Select user group * =}

Expand the virtual infrastructure, Check the User oroup you need to recover fo

conater e

The backup system communicates with the controller node via this IP address to create a
transient recovery storage backen

Backup Node * 192.168.65.49

Please select a backup node where the restore point located and make sure itis
connectable with the target host. If not found the right node or the given node is not
connectable, you can manually enter a node address
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vinchin Home 4 Backup/Restore Resources ogintert 1 adevin

o Jest contrllr ip connection for instant recovery funcion
Test controller ip connection for instant recovery funclion success

18 2018-06-22 23:00:05(Full Backup)

0.3 2018-06-23 23:00:05(Incremental Backup)
8 2018-06-24 23:00:06(Incremental Backup)

Pigase select one restore point of &

Select user group [EHE3 10.44.1.2(admin)
B admin

Expand the virtual inTrastnucture,C

Controlier node IP 104412 v Test the connection

d0rass 1o creale @

Backup Node *

You can also preset the restored VMs' name, network connection and whether to power

on the VM after restoring.

VM Configurations * Name&Status Restored VM Name: *

ccc 2018 06 24 23 00 _06VM_Instant_Recovery v
Network

Power on the VI after restoring *

VIM Configurations * .
ontigurations Nameg&Status VM Network Inferface ~ MAC Address ~ Remain MAC  Connect To

Network taped46193ea-fT fa:16:3e:48:f6:d2 Auto-select v

Auto-select

You can modify the job name as below:

vinchin & BackupRestore +

Select user group

Controlier node (P *

the controiler node via this

Backup Node *

M Configurations *
by 2 VM Network Interface  MAC Address Remain MAC  Connect To

Network tape46193ea-f7 fa 16348 16:02 Auto-select v
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Click [OK] you are coming to the Current Job List as below:

vinchin sme @ BackupiRestore

# Job List

Page 1 of i View 10 v records|Total 3 records Search
Job Name Platform Job Type Creation Time. v Status Speed Craator Operation

Iﬂ[ P ack In: overy1 OpenStack Instant 2018-06-25 15:09:36 I’ admin & Options

e OpenStack Restore 2018-06-25 11:36:40 - dmi & Options

OpenStack Backup 2018-06-22 18:22.03 - dmi & Options

Tip: Click job name you can view the job details

Operation details please refer to “chapter 3.1.3.VM Restore”.

3.1.4.2 Perform Instant Recovery Job

Click [Activate] to activate the Instant Recovery job and click job name to view the job

running details as below:

vinchin ome @ BackupRestore «

o Job List

Page of 1] View 10 v records | Total 3 records Search
Job Name Platform Job Type Creation Time v Status Speed Creator Operation

OpenStack Instant Recavery 20180625 15:09.36 admin

= tack R OpanStack Restore 2018-06-25 11:36:40 - admin

B OpenStack Back OpenStack Backup 20180622 18:22.03 - admin

Tip: Click job name you can view the job detalls

The logs will display the instant recovery job progress.
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vinchin

& VM instant recovery information

oh

1 Ema

@ Run Log

opoon

After the job is completed successfully, you can power on the recovered VMs.
If you have preset “power on the VM after restoring”, the VM will be powered on

automatically once you activate the job in 15 seconds.

Log in to OpenStack management platform, you can see the instantly recovered VM is

created in second level, and is workable:

£3 openstack. = Ceauit @ ademin = & amin -

nstances / ccc 2018 0624 23 00 06VM Instant Recovery.

Instance Conscle

Warning: Do not create snapshot on the instantly recovered VM, or change any disk
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information. Otherwise error will occur to the VM or it will crash.

If you stop the job when it's still running, the restored VM will be deleted. System will

remind you as below:

Stop Instant Recovery job

1. New written data on the VM wil be los! once stop the running instant recovery job

2To reserve the new written data, please perform a migration job for the target VM

3.Click “Migrate” under Operation options 1o start migration immediately. or use the migration tool
of the vinuakzation platiorms (e.g. VMware vMotion)

4D not select any NFS mounted storage resource for the migrated VM, they will be auto-deleted
51f you don't need to reserve the new written ata, you can stop this job at any time

Cancer

Warning: If you stop the instant recovery job, all the recovered VM information will be
deleted (Including newly increased data during the instant recovery). If you need to
reserve the recovered VM and its newly increased data, do not stop the job until you

have migrated them to a safe place.
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3.1.5. VM Migration

When performing instant recovery job, the VM and newly increased data can be
synchronously migrated to the production area via Vinchin Backup & Recovery live-
migration function without effecting the normal operation of your business.

Select a normally running instant recovery job and click [Migration] as below:

vinchin Home | BackupiRestore v

# Job List

Page 1 of 1] View 10 v records|Total 3 records T
Job Name Platform Job Type Greation Time + Status Speed Creator  Operation

OpenStack Instant Racavery 2018-06-2515.0936 - admin

tack R OpenStack Restore 2018.06-26 11:36.40 admin ~ Migration

Stack Back OpenStack Backup 2018.06-22 182203 - admin m siop

Tip: Click jab name you can view the job details

You are coming to the "Create VM Migration Job” page, Select a tenant where you want

to migrate the VM to.

vinchin
1 New Job

Target Host *

VM Configurations Name&Status Migration VM Name: *

ccc_2018_06_24_23_00_06VM_Instant_RecoveryMigration

Migration Power on the VM after restoring

VM Configurations:

(1) "Name & Status” allows you to preset the migrated VM name and whether to power

on it after migrating as below:
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VM Configurations * Name&Status Migration VM Name: *
ccc_2018_06_24_23_00_06VM_Instant_RecoveryMigration
Storage
Network Migration Power on the VIM after restoring*

Note: Make sure there’s no special characters, no more than 60 characters. Any

combination of letters, numbers and underscore characters are recommended.

(2) If choose Auto-select in the “Storage”, the system will automatically choose the
biggest storage space. If all the storages are out of free space, the restore job will fail,

and system will remind insufficient space.

VM Configurations = Name&Status VM Disk Total Size Restore To
Storage vda 20GB Auto-select v
Network nfs_vmi(netfs, Capacity :499GB, Free Space:486GB)

(3) The "VM network interface” belongs to the backed up VM. This setup is to band it

to a destination host's network interface.

M Configurations * Name&Status
VM Network Interface MAC Address Remain MAC Cannect Tc
Storage
taped6193ea-f7 fa:16:3e:48:f6:d2 Auto-sel
Network

vxlan-6€
Note: If tick “"Remain MAC", system will remain the MAC of original backed up VM, not

the MAC of instant-recovered VM.

Click [OK] to start the migration job. You can view the migration job running details in

the previous instant recovery job:
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vinchin

3524%

£
3
£

popopon s

After migration completed, the migration job will automatically change back to [Instant
Recovery Job] and this job is still in a running status. But the VM in this job is powered
off and the business will be taken over by the migrated VM.

Warning: Do not power on the VM when it is being migrated, otherwise the VM will be

damaged.
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4. Monitor & Manage

4.1, Current Job

After creating a new job (backup/restore), you can view and manage the new created
job in the current job page. All the basic information and status of the job will be shown
in the current job list. You can activate, stop or delete the job accordingly. Click [Backup

/Restore] — [ Current Job ] as below:

|
Page 1 of 1l View 10 vre Search
Job Name Creation Time + Status Speed Creator Operation

By = 2017-12:26 121204 = admin

E vm VMyrare vSphers Backup 2017-12-26 12:08:56 - admin

VIV VMware vSphere Backup 2017-12-26 12:08:38 - admin & Options ~

Clrix XenSarver Instant Recavery 2017-1226 11:36:26 - admin

| Clrix XenSarver Restore 2017-12-26 11:07:39 admin

B Citrix XenServer Backup 2017-12-25 18-11:28 - admin & Options

Tip: Click job name you can view the job dtails

You can search the certain job by entering job name in the right top search bar.

Click [Options] to activate or stop the certain job.
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& Backup/Reslore

Page 1 of 1 View 10 v records per page|Total 6 records Search
Job Name Platform Job Type reation Time . status Spesd Creator Operation

A VMware vSphereRestore1 VMware vSphere Restore 2017-12.26 121204 . admin
Viware vSphere Backup 2017-12-26 120856 = admin
Viware vSphere Backup 2017-12-26 120838 = admin s Activate Incr
Citrix XenServer Instant Recovery 20171226 113626 - admin ) Activate DI

[ Cirix XenSer Citrix XenServer Restore 2017-12-26 11:07:38 - admin P Activate Ful

B cirix X Citrix XenServer Backup 2017-12.25 18128 - admin | Stop

k job name you can view the job details

Click " =" ,you can review the backup schedules of this job as below:

& Backup/Reslore

o Job List

Page 1 of il View 10 v records perpage| Total § records Saarch
Job Name Platferm Job Type Creation Time + Status Speed Creator Operation
phereRestore1 Viware vSphere Restore 2017-12.26 121204 = admin & Options
Viware vSphere Backup 2017-12.26 120856 - admin & Options
Sph Viware vSphere Backup 2017-12-26 120838 = admin & Options
Citrix XenServer Instant Recovery 2017-12.26 113626 - admin & Options
[ citrix X " Citrix XenServer Restore 2017-12-26 11.07:38 - admin % Opfions
Citrx XenServer Backup 2017-12.25 18.11:28 - admin

Full Backup: Every Day 23:00-00Stan, Unrepeat
Schedule.
Incremental Backup: Every Day 23:00-00Start, Unrepeat

Retention Policy: Diays retention Retention vakue is 30

Tip: Click job name you can view the job detalls

Click the job name, you will see the job running details page as below:
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vinchin

s Job Flow Osunmay = &@Somge 8 Siateg

. /.7.\ /-\/ Job Name Openstack Backup1
— ™ o~
30MB/s | \/ Job Type : Backup{OpenStack]
1 Job Status | Ruing |
2008/ ‘ Total Size 5068
] Processed 208G8

| Start Time 2018-06-22 18:24:21

18:27:54 18:28:22 18:28:49 182816 18:20:42 18:30:00 Duration 00:06:05

Job finish at 2018-06-22 18:4711

In the job running page, you can check the job current running details, as well as job

history running details.
Click the top right [Back], you can go back to the current job list.

If you preset the job as run at once, it will disappear from the current job list and system

will remind you the job has been finished. You can find it from the History Job page.

If you preset the job as run as scheduled, it will stay in the current job list when first time

job finished, and waiting for next run automatically.

4.2. History Job

Click [Backup/Restore] — [History Job], you are coming to the history job page. All the

performed jobs will be listed here for you to review the history job running details and
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status. You can also delete any of the history jobs when necessary.

Page 1> of2iView 10 vre Search
= irusl Machines
No.  Job Name itor Total Processed Written Start Time End Time v Status
o] 1 VNware vSphersBackup1 VMhwars vSphere FullBackup admin 13368 1.33GB 724 31MB 2017-12-26 12:09:17 2017-12-26 12:11:08  success |
2 Cirix XenServerlnstant Cirix XenServer Migration admin 12968 12968 12968 2017-12.26 1146:33 2017-12.26 114732  success |
Recovary|
3 Cirrix XenServerRestore 1 Citrtx XanServer Restore admin 125GB 12968 12968 2017-12-26 11:23:43 2017-12-26 11:25:04 [ success |
=B 4 Cirie XenServerBackup! Cirix XanServer IncrementalBackup admin 2MB M8 532 96KB 2017-12:26 105446 2017-12:26 105510 | succes: |
o] 5 Cirix XenServerBackup1 Cirix XenServer IncrementalBackup admin ame ava 1.13M8 2017-12.26 105409 2017-12.26 105433 [ success |
= 6 Cirie XenServerBackup! Cirix XenServer FullBackup admin 8.05GB 80568 43968 2017-12-26 10:45:55 2017-12-26 105357 =
7 Cire XenServerBackup! Cirix XenServer FullBackup admin 12968 1.29G8 69903MB  2017-12-25 174937 2017-12-25 175027 ==
8 Vihwvare vSpherelnstant VMware vSphere Migration admin 1261G8 1261GB 1261GB 2017-12-25 17:16:30 2017-12:25 172118 | succes: |
Recoveryl
3] 9 Whhware vSphersRestore1 Whware vSphere Restore. admin 1261GB 1261GB 1261GB 2017-12-25 165750 20171225 17.02.51 | success |
10 Vhware vSphersBackup! VMhware vSphere IncrementalBackup admin B95KE 896KB 23217KB 2017-12-25 16:36:20 2017-12-25 16:36:32  success |

Note: If you delete any history job from the history job page, it will also be deleted from

home page history job list.

4.3. Restore Points

After finishing a backup job successfully, you can view and manage the corresponding

restore point from [Backup/Restore]-[Restore Points] as below:
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vinchin O = —— o =

# Restore Point .

o Virtual Infrastructure List

-

All nodes . ucture tree on the left

1 Monitor & Man,

2 Find the target VM(s) and comesponding restore points which you want ta manage

1€ Citrix XenServer 3 You can delete single res!

[}
BO Tix XenServerfackupz
2O @@ vMware vSphere
B0 [ vMware vsphereBackupz
O & Viware vSphereBackupl

6 paint from [Option:

rix XenServerBackupl 4You can bulk delete restore points by clicking [Bulk Delete] on the top left

Expand the virtual infrastructure tree, find the target VM you have backed up and click

on it, you will see all the restore points of this VM are listed in the right side of the page.

iome 4 Backup/Restore «

# Reslore Point

# Virtual Infrastructure List # Restore Point List

m Page 1 of 1| View 10 v records per page|Total 5 records

All nodes - No. Time Point v Type Total Size Backup Size Remark Operation Mark
1 2171226141418 Incremental Backup Y 113m8
@ € Citrix xenServer & Options
E] O Clrix xenserverfackupt 2 20171226 140801 Full Back: 676G A
12 0 up 676GB 37168 " A
s £ Options 7
12:26 10:43:55(Full Backup) 3 2017-12:26 105446 Incremental Backuy M8 53296
121 oy - K8 & -
B 2017-12-26 10:54:09(Incremental Backup) Optians
|- 2017-12:26 10:54:46(Incremental Backup) 4 20171226 105409 Incremental Backup w8 1138
E}@ () 2017-12-26 14:00:01(Ful Backup) ‘Optians
B 2017-12-26 14:14: 18(Incremental Backup)
aree ;’c e ° (incremental Backup) 5 2017-12-26 104555 Full Backup 6.76G8 371G & Optons + %
A est Cent Xy
3O [ Gitrix XenServerBackup2

Note: Once marked, the restore point will be reserved permanentiy
[0 @ viware vsphere
O & vMware vSphereBackup2
O [ vhware vSphereBackup1

Click [Options] under Operation, you will be able to remark or delete the point.
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& BackupRestore

i Restore Point

i Vintual Infrastructure List i Restore Point List

# Bulk Delele Page < 1 of1|View 10 v records per page|Total 4 records
Alnodes v No. Time Point . Type Total Size Backup Size Remark Operation Mark
1 2017-12-24 23:00:04 Incremental Backup 08 0B ol 7
E0INInCloud Sphere
. 2 20171223 23:00:04 Incremental Backup 08 B T 7 Remark e
3 20171222 23:00:03 Full Backup 10.6GB 2.0268 1 Delete e
4 20171215 114720 Full Backup 5.61GB 2.0268 e
(10 & Redhat RHY/OvirtBackup2(Job has been deleted )
[10 = Redhat RHY/OvirtBackup1(Job has been deleted )
[ & VMware vSphere Note: Once marked, the restore point will be reserved permanently

Sl ware vSphereBackupl
74 centos7.3

92017-12-15 11
®2092017-12-22 23:

:20(Full Backup)
:03(Full Backup)

£ e
[0 & H3C CASEfr1

If you want to bulk delete multiple points, you can first select target points from the left

tree, and click [Bulk Delete].

vinchin & BackupRestore ~

i Restore Point

r Virtual Infrastructure List o Restore FPoint List
Page « 1 > of2|View 10 v records perpage|Total 13 records
No. Time Point + Type Total Size Backup Size Remark Operation Mark
1 2018-01-04 23:00:00 Incremental Backup [ 08
= @il InCloud Sphere
[0 & InCloud SphereBackup2(Job has been deleted ) 2 2017-12-24 23:00:00 Incremental Backup 0B 08
3 Oz Windows_Server_2008
) 2018-01-04 17:13:48(Full Backup) 3 2017-12-2323:00:00 Incremental Backup B [
(3 @ InCloud SphereBackupl
B 8CHCent0s_7 4 20171222 23:00:00 1 tal Back B o8
=} 017-12-15 17:11:38(Full Backup) nerementel Backup
017-12-15 23:00:00(Incremental Backup) .
0171216 23:00: 00(Incremental Backup) 5 2017-12-21 23:00:00 Incremental Backup 0B 0B
017-12-17 23:00:00(Incremental Backup)
017-12-18 23:00-00{Incremental Backup) 6 2017-12:21 144753 Full Backup 946.23MB 471.15MB g
B 2017-12-19 23:00:00(Incremental Backup)
92017-12-20 23:00-00{Incremental Backup) 7 2017-12:20 23:00:00 Incremental Backup (] 08
[ (9 2017-12-21 14:17:53(Full Backup)
—— e 8 2017-12-19 23:00:00 Incremental Backup U] 08
) & Citrix XenServerBackup1 (Job has been deleted )
(=0 MhRedhat RHV/Ovirt 9 2017-12-18 23:00:00 Incremental Backup B 08
10 2 Redhat RHV/OvirtBackup2(Job has been deleted )
) & Redhat RHV/OvirtBackup1(Job has been deleted ) 10 2017-12417 23:00:00 Incremental Backup 0B 08
10 @ VMware vSphere
@ OHH3IC cAs
[0 & H3C CASEf31 Note: Once marked, the restore point will be reserved permanently.

Note:
® Once deleted, the restore point is not recoverable.
® [f you want to reserve the restore point, you can mark it, it will not be auto-
deleted due to retention policy.
a) For XenServer, RedHat RHV/Ovrit | InCloud and H3C CAS, only
full backup restore point can be marked.

b) For VMware, you can mark full backup, incremental backup and
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differential backup restore point.
® 7o delete a restore point:

a) For VMware, to delete a full backup restore point, you need to
delete corresponding incremental backup or differential backup
restore point.

b) For XenServer, InCloud. RedHat RHVOvrit and H3C CAS when
deleting full backup restore point, corresponding incremental
backup or differential backup restore point will be deleted together
with full backup restore point.

® Retention Policy for restore points:

a) For VMware, when activating retention policy, the incremental restore points
will be merged first, after the incremental points are merged or deleted, the
full backup point will be auto-deleted due to retention policy.

b) For XenServer, InCloud, RedHat RHVOuvrit, H3C CAS, retention policy will
delete full backup restore points accordingly, when deleting full backup
restore points, corresponding incremental and differential backup restore

points will be deleted together.

4.4. Backup Copy (For VMware Only)

Backup copy allows you to copy the restore points to another storage (either in the same
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host or a different host locally).To further improve the security of backup data.

Click [Backup Copy] as below, you are coming to the Backup Copy Job List page.

vinchin PN & BackupRestore -

# Dashboard > @ New Job £ Monitor & Manage
A VM Backup & Current Job
& VM Restore "D History Job 71 5 b(s)
% M Instant Recovery L Restore Poirts History

€ VM & Repository [ I £ Monitor & Manage
B \i-Protected SR — g Current Job 2 History Job
B v\i-Unprotectsd B Free Space

E [ Backup]VMware vSphere Backup{vsphere.0 node repeal}-

E [ Backup]VMware vSphere Backup Hendro

E [ Backup]VMware vSphere Backup-aoaocao

€& CPU Usage VX
E [Instant Recovery]VMware vSphere Instant Recovery-Hendro
6%
- | E (BackunisancFoR Hel Backupt
2% |‘
0%+ T T T T T T T T T L

15:52:57  1%:53:27 15:53:57 15:54:27 15:54:57 15:55:27 155557 15:56:27 155657 15:57:27

\,'inchin Home  #* Backup/Restore ~ ES0Urces Log/Alert £, admij

Backup Copy Copy the backup data to the storage de

& Backup Copy Job List

+ New Job
Page < 1 s off|View 10 v records|Total 2 records
Job Name Platform Destination Speed Progress Status. Creation Time + Operation
Backup Copy-2 VMware vSphere 65.51Local Disk1(Local Disk, Capacity 199.9GB, - = 2018-06-05 15-44:20 S Options ~
Free Space:138.72GB)
Backup Copy-aoaoa VMware vSphere 65.51Local Disk1(Local Disk, Capacity 1199.9GB, - - 2018-06-05 15:43:34 © Options ~
Free Space 138.72GB)

Click [New Job] to create a Backup Copy job:
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+» Backup/Restore ~

Restore Point * localhost. localdomain( 192.168.65.51 2(~ = Group by VMs v

B @ VMware vSphere
[ = VMware vSphere Backup(vsphere6.7 lan-free)(Job has been deleted )
[ £ VMware vSphere Backup- hendro(Job has been deleted )
B Backup Copy-2

Select the target restore points to do copy
Copy to destination storage * 65.51Local Disk1(Local Disk, Capacity -199.9GE, Free Space:138.72G| ¥

Job Mame * Backup Copy1

Default job name could be modified.

3K

Select the target restore points which you want to copy.

+r Backup/Restore -

Backup Copy

ik New

Restore Point * Incalhost localdomain(192.168.65.51 2{+ =4 Group by VMs -

EHE VMware vSphere
[ & VMware vSphere Backup({vsphere6.7 lan-free}{Job has been deleted )
[ = VMware vSphere Backup- hendro(Job has been deleted )

B & Backup Copy-2

=14 centos

®9 2018-06-05 15:35:37{Full Backup point)

=9 2018-06-05 15 7(Full Backup point)

[l ull Backup poin

~[18 2018-06-05 15:35:37{Full Backup point)

Select the target restore points to do copy

Select a destination storage where you want to store the backup copy.
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Backup Copy C

Restore Point * lecalhost localdomain(192.168.65.51 20~ = Group by VMs w

EHE VMware vSphere

= VMware vSphere Backup(vsphere6.7 lan-free){Job has been deleted )
WMware vSphere Backup- hendro(Job has been deleted )

Backup Copy-2

=19 centos

& 5 2018-06-05 15:35:37(Full Backup point)

& 5 2018-06-05 15:35:37(Full Backup point)

-9 2018-06-05 15:35:37(Full Backup point)

[ 175 2018-06-05 15:35:27(Full Backup point)

Select the target restore points to do copy

Copy to destination storage * 65.51Local Disk1(Local Digk, Capacity -199. 9GE, Fres Space:138.72G] ¥
65.51Local Disk1(Local Disk, Capacily :199.9GB, Free Space:138.72GB)
Job Name * Backup Copy1

Default job name could be modified.

(o [ o

And you can rename the job.

After job is created, click [Activate Job] to start copy.

+» Backup/Restore

Badkup Copy Cop:
Page « 1 > of 1] View 10 v records|Total 3 records
Job Name Platform Destination Speed Progress Status Creation Time + Operation

VMware vSphere 65.51Local Disk1{Local Disk, Capacity :199.9GB, = = 2018-06-11 16:04:37 $ options v
Free Space:138.72GB)

[l Backup Gopy-2 VMware vSphere 65.51Local Diski(Local Disk, Capacity 199.9GB,  — - 2018-06-05 15:44:20

W Delete

Free Space:138.72GB)

] Backup Copy-aoaoa VMware vSphere 65.51Local Diskl(Local Disk, Capacity -199.0GB, = 2018-06-05 15:43:34 & Options ~
Free Space 138.72GB)

vinchin & BackupRestore ~

Backup Coy

ctivate backup export fask &3
v pcwvate Dbackup export task success

& Backup Copy Job List

Page < 1 > of 1] View 10

«

records | Total 3 records

Job Name Platform Destination Speed Progress Status Creation Time . Operation

Backup Copy-test Viiwars vSphers 85.51Local Disk1(Local Disk, Capacily -199 9GE, 2018-06-11 16:04.37 & Opiions ~
Free Space'138.72GB)

Backup Copy-2 VMware vSphere 85.51Local Disk1(Local Disk, Capacily 199.968, - - 2018-06-05 154420
Free Space'138.72GB)

Backup Copy-a0a0a VMware vSphere 85.51Local Disk1(Local Disk, Capacily 199.968, = 2018-06-05 15:43.34

Free Space:138.72GB)

The backup data will be copied to the destination storage in 1-2 seconds. After finish, you

can find the copy data from the storage.
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4.5. Virtual Machines

In the Virtual Machines page, you can view all the VMs status you added into Vinchin
Backup& Recovery system from [Virtual Infrastructure]. Click [Backup/Restore]-[Virtual

Machines] you are coming to the VM page as below:

Rl @ New Jol 2 Monitor & Manage

Page t s i AVew 0 T Search
No. VM Name 4 P Job Name Restors Points ~ Backup Size  Operation
1 H3C CAS (79.30)
2 NFSESH (795) Unprotectad & Options v
3 avirl_node(79.62) Unprotected
4 RHV-oviit{79 60) Unprotected
5 SANGFORHCI (79,40 Unprotected 4 Options +
6 + test Cont0S  Protacted 2017-42:26 141418 Cirx XenServerBackupt 5 13768
7 + test contos (7912)  Protctsd 2017-42:2612.19:04 UMwars vSphersBackupt 3 724 31MB
8 1 « Protected 20171226 1414:18 Citrix XenServerBackup1 5 74268
9 I + Protectad 20171226 121738 VMwara vSphereBackup2 1 67168
10 1 + Protectad 20171226 122315 Citrix XenServerBackup2 3 699 01MB

| oowoarwooriires |
You can manage the unprotected VMs, click[Options] under Operation, you can choose
to add the VM to a current running backup job, or choose to create a new backup job

for this VM as below:

vinchin Howe € BackupRestore v

Page 1> of2IView 10 v records perpage| Total 14 racords Search
No VM Name 4 status Latest Backup Job Name Restore Points ~ Backup Size  Operation

1 H3C CAS (79.30) Unprotectad

2 NFSHEEE (795) Unprotected + Add fo current job
3 ovin_node(79 62) Unprotected r+ Create new job

4 RHV-oviit(79 60) Unprotectad - E & Options

5 SANGFORHCI (79.40) Unprotectad = = - © Oploms

[ + tost CentOS  Protected 20171226 14.14:18 Citrix XenServerBackupt 5 13768

7 + tost centos (79.12) + Protectad 20171226 12.19.04 VMware vSphereBackupt 3 724 3108

[ + Protected 20171226 14.14:18 Citrix XenServerBackup1 5 74268

9 + Protected 20171226 12.17:38 VMware vSphereBackup2 1 67168

10 + Protected 20171226 122315 Citiix XenServerBackup2 3 699 01M8
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Click [Add to current job], you can choose a current backup job to add the target VM in

as below:

to backup job

Click [Create new job] you can create a new backup job for the target VM, details please

refer to “Chapter 3.1.2. Create Backup Job".
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5. Log/Alert

5.1. Job Log

Click [Log/Alert] — [Job Log], you are coming to the job log page, here has listed all the

job logs details including job running status, time and description etc. as below:

[ Loher - _

Page 1> of3|View 10 v records perpage|Total 26 records Search
No. Job Name Platform Job Type User Time v Status Description
1 Crix XenServerBackup2 Cirix XenServer Backup admin 2017-12:26 12:18:49 =1 Thas been created
2 VMware vSphereRestored VMwars vSphere Restore admin 20171226 12:12:04  riarmai vare vSphersRestore Thas besn created
3 Vhware vSpheraBackup? VMware vSphare Backup admin 2017-12-26 12.08:56 Job "Viware vSg ackup?has been craated
4 Vhware vSpherefiackupl VMware vSphere Backup admin 20171226 120838 EEEE]  Job'VMware vSphereBackupihas been created
5 Chirix XenServerinstant Recovery1 Citrix XenServer Instant Recovery admin 2017-12-26 113626 = XenServerinstant Recov has been created
6  Cilrix XenSarverRestore1 Cirix XanServer Restore admin 2017-12:26 11:2254 EER]  Job'C nSarver "has baen stopped
7 Cirix XenServerRestore1 Cirix XenServer Restore admin 2017-12:26 11:07:39 [ Hormai =store Thas been craated
&  Chrix XenServerBackupl Citrx XanServer Backup admin 2017-12:26 104420 [EEEE]  Job" Backup as scheduled has besn enabled
9 Citrix XanServerBackupi Citrix XanServer Backup admin 2017-12-26 10.43:16 [EEE]  Job'Citiic XenServerBackupThas been stopped
10 Citrix XenServerBackupl Cirix XenServer Backup admin 2017-12:26 10:40:04 [EEZE]  Job" Backup as scheduled has been enabled

You can search a certain job to delete by entering the job name via the top right search

bar as below:

Joblog

1 Log List

Page < 1 > of3|View 10 v records perpage|Total 26 records Search

No. Job Name Platform Job Type User Time .+ Status  Description

¥ 1 Cirix XenServerBackup2 Citix XenServer Backup admin 20171226 12:18:49 EEEE]  Job Citrix XenServerBackup2has been created

¥l 2 VMware vSphereRestorel VMware vSphere Restore admin 20171226 12:12:04 EEEE]  Job 'VMware uSpher has been created

¥ 3 VMware vSphereBackup2 VMware vSphere Backup admin 20171226 12:08:56 [EEEE]  Job 'VMware vSphereBackup2has been created
4 VMware vSphereBackup1 VMuware vSphere Backup admin 20171226 12:0838 EEEE]  Job 'VMware vSphereBackupThas been created
5 Cilrix XenServerlnstant Recovery!  Citrix XenServer Instant Recovery admin 20171226 11:36:26 EEEE]  Job Citrix XenServerlnstant RecoveryThas been created
6 Cilrix XenServerRestored Citrix XenServer Restore admin 20171226 11:22:54 [EEEE]  Job Citrix XenServerRestore 'has been stopped
7 Cirix XenServerRestored Citrix XenServer Restore admin 2017-12-26 11:07:39 [EEEE]  Job Citrix XenServerRestoret'has been created
8  Cirix XenServerBackup1 Citrix XenServer Backup admin 2017-12-26 10:44:20 [EEE]  Job" Backup as scheduled has been enabled
9 Cirix XenServerBackup1 Citix XenServer Backup admin 2017-12-26 10:43:16 EEEE]  Job Citrix XenServerBackupi*has been stopped
10 Citrix XenServerBackup1 Citrix XenServer Backup admin 2017-12-26 10:40:04 m Job " Backup as scheduled has been enabled
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Note: Once deleted, the job log is not recoverable.

5.2. System Log

Click [Log/Alert] — [System Log], you are coming to the system log page, here has listed

all the system logs details including status, time and description etc. as below:

& Loger - _

Page 1 > of 8| View 10 v records perpage | Total 72 records
No. User Time - Status Description
1 admin 2017-12-26 14:03:40 =1 System login success
2 adwin 2017-42:26 120820 = Authorizing hostlocalhost localdomain] 152 168 64 10] sucoess
3 | aduin 2017-12-26 120716 = Adding virtual inastruchure' 192 10[192 168 64 10] success
4 admin 2017-12-26 11:59.43 =3 System login success
5 admin 2017-12:26 11:16:58 | Normai | Personal information was changed
6  admin 2017-12-26 11:16:37 | Narmai | Personal information was changed
7 admin 2017-12-26 10:35:21 =8 System login success
& admin 2017-12-2517:46:27 == Authorizing host'xenserver-xswipdkh[192. 168 79 207 success
§  admin 20171225 17.46:09 Adding virtual infrastructure 192 4 20] success
10 admin 2017-12-25 17 4545 =1 Adding virtual infrastructure' 192 168 64 10[192 168 64 10] success '

You can choose target system logs to delete as below:

vinchin 0 Logitlert ~ 25

Page < 1 > of 9| View 10 v records per page|Total 85 records
No. User Time . Description
1 admin 2018-01-05 11:17:57 Authorizing host cvknode1[192.168.106.61]" success
2 admin 2012-01-05 11:17:04 Authorizing hostxenserver 7.1 ( 86.72 ) [192.162.66.72]' success
3 admin 2018-01-05 11:17:04 Authorizing hostxenserver 7.1 ( 66.73 ) [192.168.66.73]' success
4 admin 2018-01-05 11:16:55 Unauthorizing hostcvknode1[192.168.106 61] success
5 admin 2018-01-05 10:41:12 System login success
& admin 2012-01-04 17:03:26 System login success
7 admin 2018-01-04 16:17:25 System login success
8 admin 2018-01-04 15:43:07 System login success
9 admin 2018-01-04 15:08:05 Unauthorizing hostxenserver 7.1 ( 66.72 ) [192.168.66.72] success
10  admin 2012-01-04 15:08:05 Unauthorizing hostxenserver 7.1 ( 66.73 ) [192.162.66.73] success
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Note: Once deleted, the system log is not recoverable.

If you want to download the system logs, you can click [Download System Logs], then

select backup node and choose a system log file in a certain day to download as below:

Page 1 of 1| View 10 v records perpage | Totsl 2 records BackupNode  localhost localdor v

Filename Size Update Time

v system_log_2017-12-26 138 32KB 2017-12-26 14:30:42

system_log_2017-12-25 1863KB 2017-12-25 181134

The downloaded log file name is “system log.zip", includes:

E= EEs ESic) Fuh

node_server-2017-12-26.log 2017/12/26 14:31 3010 2 KB
pt_server-2017-12-26.og 2017/12/26 1431  TAEITES 3KB
rt server-2017-12-26.log 2017/12/26 14:31  TTETTR 93 KB
vm_server-2017-12-26.log 2017/12/26 1431 3F00E 44 KB
wxefs-2017-12-26.log 2017/12/26 1431 3F00E 3 KB

5.3. Job Alert

Click [Log/Alert]-[Job Alert], you are coming to the job alert page. In this page you are
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able to view each job running alert including “Notice” “Warning” “Error”, you can also

delete them as below:

vinchin

o Alert List

Page 1 of2| View 10

No. Job Name
Citrbx XenServerBackup1
Citrix XenServerBackup1
Citix XenServerBackupl

Vhwars vSphereBackup?

1
2
3
4
5 Citibe XenServerBackup2
6 Citfx XeaServerBackup2
7 Citrix XenServerBackup2
] VMware vSphereBackupl
] Vhware vSphereBackupi

1 VMware vSphereBackupl

Backup/Restore

 records per page | Total 20 records

Job Type
Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup

Backup

Alert Type
o]

Alert Time

2017-12-26 14:36:31
2017-12-26 14:14.41
2017-12-26 1413.09
2017-12-26 12:24:01
2017-12-26 12:23:26
2017-12-26 122254
2017-12-26 122029
2017-12-26 12:19:26
2017-12-26 121757

2017-12-26 12:11:08

+ Description

Job failed [£312

Job success

Job success

Job success

Job success

Job success

Job success

Job success

Job success

Job success

O Logher - @ _

Al v Search

Mark Alert Details

Jeould not connect to host or poor

Note: Once deleted, the job alert is not recoverable.

New job alert is default marked as pending, if you have checked this alert and processed

accordingly, you can mark it as processed by clicking [Mark as Processed]. Click Details

you can see the job alert details as below:
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© Basic Info

AertiD: 27
JobName:  Citrix XenServerBackup1
Plattorm:  Citrix XenServer
JobType:  Backup

Node: locainost locaidomain(192.168.101.42)

Repository . Local Disk1

wertType: [

Alert Time 2017-12-26 14:36:31

Description :  Job failed [#3122]could not connect to host of
poor
Mark
Processedby:  admin
Processed at 2017-12-26 14:38.02

Email Notification

[omensiap | vorwronm | oo

If it is an error alert, you can check the error info from “Log Info” page as below, and you

can download the log details.

2017112726 14:36:10 [DEBUG] preparing backup task enviroments.

2017/1226 14:36:10 [DEBUG] connect to master host or standalone host
ip: 192 168.79.20

2017712726 14:36:31 [ERROR: 3122#Xenserver transport error]: connect to
pool master host or standalone host error, ip: 192 168.79.20.
_task cpp: 643,

2017/12/26 14:36:31 [ERROR: 3122#Xenserver transport error]- prepare
backup task eror. xenserverixnserver_task cpp: 399, DoBackup
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5.4. System Alert

Click [Log/Alert]-[System Alert], you are coming to the system alert page. In this page

you are able to view system running alert including “Notice” “Warning” “Error”, you can

also delete them as below:

\”nChln - e — [ bt - _
Page 1 of 1] View 10 v records perpage | Total 1 records

No. Alert Type Alert Time Mark Alert Details

2017-12-26 14:59.55

Note: Once deleted, the system alert is not recoverable.

New system alert is default marked as pending, if you have checked this alert and
processed accordingly, you can mark it as processed by clicking [Mark as Processed].

Click Details you can see the system alert details as below:
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AlertID
Alert Type

Alert Time

Description

Mark
Processed by
Processed at

Email Notification

2017-12:26 145955
Backup node

"focainost localdomain{192.1 0Jexception
[#184]Service in backup node is restarted
stopped of interrupted

admin

2017-12-26 15:00:57
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6. Admin

Click [Admin] on the top right, you will see several basic settings as below:

vinchin # Home

& Dishiioad £ My information

27 6Hours 46.55GB A
SN o Backi History P Avoutus

B Hep

© VM & Repository

£ Logout

@ v\-Protected B Used Space
B V-Unprotected B Free Space

@ CPU Usage v X
12%
9%
6%
3%
0%+
laa Network Flow v X

20K8/5

15K8/s

10K8/s
5KB/s
oKa/s

6.1. My Information

Click [My Information] you can edit email address, phone number and change language

(currently support English, Chinese simple, Chinese Traditional) .
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vinchin ilonel © BackupRestore

& My Information

Usemame  admin

Email Address 123456@qq.com

Phone Number 12345678900
Language English

6.2. Change Password

Here you can change system login password as below:

vinchin

1 Change Password
Original password

New password

Confirm new password
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6.3. Lock Screen

Here you can manually lock the system as below:

123456@qq.com

.‘Vinchin
- admin

6.4. About us

Here is the link to Vinchin Official Website.

6.5. Help

If you need any support during using Vinchin Backup & Recovery system, yu can contact

us via [Help].
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6.6. Logout

Click[Logout] to manually log out Vinchin Backup& Recovery system as below:

Vinchin Backup & Recovery

W Remember password

You can contact the administrator to reset your
password

Copyright © 2017 Vinchin build: 404345
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